Appendix 30
The Security Requirements are generally concerned with the ability to configure the system and user roles as needed to support various levels of access.  ADMIN USER is a generic term for appropriate staff at AOC and could include IT resources, managers, directors, etc. 

	
	System Security Requirements

	
	

	1.0 
	Provide ADMIN USER with the ability to define codes for security authorization tables that are defined, maintained, and controlled by system administrators.

	2.0
	Provide ADMIN USER with the ability to define reports on access privileges for specific groups of USERS and types of data (e.g., HR, Finance, and Procurement).

	3.0
	Provide ADMIN USER with the ability to define a rule to automatically logoff of application after predetermined period of inactivity; allow rules for inactivity logoff to be set for roles or individuals, within locally-defined minimums and maximums.

	4.0
	Provide ADMIN USER with the ability to define reports of an audit trail of additions, modifications, deletions, and rejected transactions including who made entry, when entry made, etc.

	5.0
	Provide USER ADMIN with the ability to define reports that provide an audit trail of login, logoff, failed logins, and date and time of access.

	5.0
	Provide ADMIN USER with the ability to define a screen banner notifying authorized USERS that their activities may be monitored by system and management personnel, or other broadcast information such as system downtime.

	6.0
	Provide ADMIN USER with the ability to define rules for field level security with privileges based on USER role and nature of the data in the field.

	7.0
	Provide ADMIN USER with the ability define rules for field level security based on the classification of the data.

	8.0
	Provide ADMIN USER with the ability to define rules for security for standard and ad hoc reporting based on USER role.       

	9.0
	Provide ADMIN USER with the ability to define rules for secure distribution of security reports based on user and role 

	10.0
	Provide ADMIN USER with the ability to define email recipients of security and audit reports.

	11.0
	Provide ADMIN USER with the ability to define the schedule of security and audit reports.

	12.0
	Provide ADMIN USER with the ability to define rules for database backups and restoration on demand.

	13.0
	Provide ADMIN USER with the ability to define rules for display locally defined mandatory fields.

	14.0
	Provide ADMIN USER with the ability track the complete history of a record by who entered/changed a transaction by date/time stamp.

	15.0
	Provide ADMIN USER with the ability to define rules that Provide the ability to redact (or otherwise make unavailable) sensitive personal data from accessible records/files, such as HR employee data.

	16.0
	Provide ADMIN USER with the ability to define roles, privileges and groups

	17.0
	Provide ADMIN USER with the ability to define codes to associate a role and/or privilege to a group.

	18.0
	Provide the ADMIN USER with the ability to define codes to associate a USER with a group, or groups within groups.

	19.0
	Provide ADMIN USER with the ability to define rules for password expiration, password min and max lengths, etc. 

	20.0
	Provide ADMIN USER with the ability to define reports for logon, logoff, user name, role and/or group.

	21.0
	Provide ADMIN USER with the ability to define LDAP host, port, distinguished name and other LDAP parameters so that it is configurable and read at run time.

	22.0
	Provide the ADMIN USER with the ability to define a rule for displaying the password is about to expire  message and time interval for warning(e.g. 10 days).

	23.0
	Provide the ADMIN USER with the ability to define a rule for displaying a message about password lockout and expiration, and contact information.

	24.0
	Provide the ADMIN USER with the ability to define a report notifying the security administrator when user accounts go idle for over three months.

	25.0
	Provide the ADMIN USER with the ability to define notification to selected users via email that a scheduled security and audit report has been run.

	26.0
	Provide the ADMIN USER with the ability to define audit policies, which specify the data access conditions that trigger the audit event.

	27.0
	Provide the ADMIN USER with the ability to define password construction and change requirements including (a) ensuring passwords are changed every x number of  days (b) user ids are disabled after x number of failed login attempts, ( c)  assuring that the password is not the same as the user id (d) password re-use must be prohibited by not allowing the previous x number of passwords to be re-used (e) must be a certain specified minimum length (f) must contain both numeric and character letters.

	28.0
	Provide the USER with the ability to authenticate user name and password via SSL using128bit encryption at a minimum. Passwords should be hashed with a one way hash so that they can not be reverse engineered.

	29.0
	Ability to provide adequate security/firewalls (multiple levels; user levels, document levels, screen level, field levels) and support adequate segregation of duties, system administration/data entry.

	30.0
	Ability to authenticate approvers.

	31.0
	Ability for system to report all changes to master files and to critical data (audit trail)

	32.0
	Ability to support role-based security 

	33.0
	Ability to establish user profiles and passwords.

	34.0
	Ability to restrict user access to the system at certain time periods defined by the Judiciary.

	35.0
	Ability to support LDAP functionality.

	36.0
	Ability to have self-audit functionality (exception monitoring and reporting).

	37.0
	Ability to establish thresholds for number of login attempts.

	38.0
	Ability to track threshold violations.


