Alonzo Jay King, Jr.v. State of Maryland, No. 68, September Term, 2011

CRIMINALLAW-MARYLANDDNA COLLECTIONACT- FOURTHAMENDMENT
- King's Fourth Amendment right, as an arrestee only, to be free from unreasonable,
warrantless searches was violated by the Maryland DNA Collection Act, which authorizes
law enforcement to collect DNA samples from individuals that merely have been arrested,
but not yet convicted, for crimes of violence or burglary (or attempts of these crimes). Under
a balancing test that weighs an individual’s expectation of privacy against government
interests, an arrestee’s expectation of privacy to be free from warrantless, suspicionless
searchesof his/her biological material outweighed, onthefactsof thiscase, thegovernment’s
purported interest in using a secondary method to identify King, when, in actuality, the
obtention of the biologicd material was intended by the State to be used for general
investigatory purposes.
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We consider herefacial and as-applied constitutional challengesto that portion of the
Maryland DNA Collection Act (the “Act”) tha purports to authorize State and local law
enforcement authorities to collect DNA*' samples from individuals who are arrested for a
crime of violence,” an attempted crime of violence, a burglary, or an attempted burglary.
Maryland Code (2003,2011 Repl. Vol.), Pub. Safety Art., 8 2-504(3). Appellant, Alonzo Jay
King Jr., was arrested in 2009 on first- and second-degree assault charges. Pursuant to 8 2-
504(3) of the Act, King’s DNA was collected, analyzed, and entered into Maryland’s DNA
database. King was convicted ultimately on the second-degree assault charge but, pending
histrial onthatcharge, hisDNA profile generated amatch to aDNA sample collected from
a sexual assault forensic examination conducted on the victim of an unsolved 2003 rape.
This “hit” provided the sole probable cause for a subsequent grand jury indictment of King
for therape. A later-obtained search warrant ordered collection from King of an additional
reference DNA sample, which, after processing and analysis, matched also the D NA profile
from the 2003 rape. King wasconvicted of first-degree rapeand sentenced to lifein prison.

Although previously we upheld the constitutionality of the Act, as applied to

! DNA means deoxyribonucleic acid. Maryland Code (2003, 2011 Repl. Vol.),
Pub. Safety Art., 8 2-501(g). DNA isthe carrier of genetic information that comprises
chromosomes and is individual to each person, aside from identical twins. For a
comprehensive review of the science behind DNA, see Armstead v. State, 342 Md. 38,
673 A.2d 221 (1996).

2 “Crime of violence” means any enumerated crime in § 14-101 of the Criminal
Law Article, including first-degree assault. Meaningfully for the present case, second-
degree assault is not an enumerated crime of violence. M d. Code (2003, 2011 Repl.
Vol.), Pub. Safety Art., § 2-501(e).



convictedfelons, inStatev. Raines, 383Md. 1,857 A.2d 19 (2004), the present case presents
an extension of the gatute, not present inRaines. Thus, weevaluate hererightsgiven to, and
withdrawn from, citizens who have been arrested, including the right to be free from
unreasonable searches and seizures. Under thetotality of the circumstances balancing test,
see United States v. Knights, 534 U.S. 112, 122 S. Ct. 587, 151 L. Ed. 2d 497 (2001), we
conclude, on the facts of this case, that King, who was arrested, but not convicted, at the time
of hisfirst compelled D NA collection, generally has a sufficiently weighty and reasonable
expectation of privacy against warrantless, suspicionless searches that is not outweighed by
the State’s purported interest in assuring proper identification of him as to the crimes for
which he was charged at the time. The State (through local law enforcement), prior to
obtaining a DN A sample from King following his arrest on the assault charges, identified
King accurately and confidently through photographs and fingerprints. It had no legitimate
need for aDN A samplein order to be confident who it arrested or to convict him on thefirst-
or second-degree assault charges. Therefore, there was no probable cause or individualized
suspicion supporting obtention of the DNA sample collection for those charges. We
conclude that the portions of the DNA Act authorizing collection of a DNA sample from a
mere arrestee is unconstitutional as applied to King. Although we have some trepidation as
to the facid constitutiondity of the DNA Act, as to arrestees generally, we cannot exclude
the possibility that there may be, in some circumstances, aneed for the Stateto obtan aDNA

sample to identify an arrestee accurately.



I. Factual and Procedural Background
The tale of this case began on 10 April 2009, when appellant was arrested in
Wicomico County, Maryland, on first- and second-degree assault charges unrelated to the
rape charge underlying the prosecution of the present case.® Prior to the disposition of the
assault charges, because King was charged with a crime of violence, the Act authorized
collection of aDNA sample. Personnel at the Wicomico County Central B ooking facility

used a buccal swab to collect a DNA sample® from King on the day of his arrest.” The

® King entered an Alford plea and was found guilty in the Circuit Court for
Wicomico County on 16 September 2009 of one misdemeanor count of second-degree
assault stemming from his 10 April 2009 arrest. The first-degree assault charges w ere
entered nolle prosequi. He was sentenced to four-years’ imprisonment, with all but one
year suspended.

* DNA sample, under the Act, means:

a body fluid or tissue sample that is: (1) provided by an
individual who isconvicted of afelony or aviolation of § 6-
205 or § 6-206 of the Criminal Law Article; (2) provided by
an individual who ischarged with: (i) a crime of violence or
an attempt to commit a crime of violence; or (ii) burglary or
an attempt to commit burglary; or (3) submitted to the
statewide DNA data base system for testing as part of a
criminal investigation.

Md. Code (2003, 2011 Repl. Vol.), Pub. Safety Art., 8 2-501(i).

®> A buccal swab DNA collection requires the collector to swab up-and-down and
rotate a sterile cotton swab on the interior of the cheek in the subject’s mouth, with
enough pressure to remove cells. Thisprocessisrepeated on the other cheek with a
separate cotton swab. Forensic Sci. Div., Md. State Police, Guidelines for Submitting
Physical Evidence (2010), available at
http://icac.mdsp.org/downl oads/FSD SubmissionGuide. pdf.
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sample wasreceived and processed by the Maryland State Police Forensic Sciences Division
and later analyzed by a private vendor laboratory. On 13 July 2009, the DNA record® was
uploaded to the Maryland DNA database. Detective Barry Tucker of the Salisbury Police
Department received notice from the State Police, on 4 August 2009, that there had been a
“hit” on King' s DNA profilein an unsolved rape case.

The DNA database “hit” identified King’'s DNA profile as a match to a profile
developed from a DNA sample collected in a 2003 unsolved rape case in Salisbury,
Maryland. Inthat case, on 21 September 2003, an unidentified man broke into the home of
Vonette W., a53-year-old woman. The man, wearing ascarf over hisface, a hat pulled over
his head, and armed with a hand gun, entered Vonette W.’ s bedroom, and ordered her not to
ook at him. While holding the gun to her head, he raped Vonette W. After therape, heleft
with Vonette W. s purse. Vonette W. called immediately her daughter for help. Salisbury
Police officers arranged for the victim to be transported to Peninsula Regional Medical
Center, where she underwent a sexual assault forensic examinaion. Semen was collected
from a vaginal swab. The swab was processed and the DNA profile uploaded to the

Maryland DNA database. No matches resulted at that time. Vonette W. was unable to

® DNA record, under the Act, means “DNA information sored in CODIS or the
statewide DNA data base system” and “includesthe information commonly referred to as
aDNA profile” Md. Code (2003, 2011 Repl. Vol.), Pub. Safety Art., 8 2-501(h).
CODIS means “the Federal Bureau of Invegigation's “Combined DNA Index System”
that allows the storage and exchange of DNA records submitted by federal, state, and
local forensic D NA laboratories.” Md. Code (2003, 2011 Repl. Vol.), Pub. Safety Art., 8
2-501(c).
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identify the man who attacked her other than to say tha he was African-American, between
20 and 25 years old, five-foot-six inches tall, and with alight-to-medium physique. Police
searched the area around the victim’s home and conducted interviews, but were unable to
identify the attacker.

Detective Tucker presented the 4 August 2009 DNA database “hit” to a Wicomico
County grand jury which, on 13 October 2009, returned an indictment againg King for ten
charges arising from the crimes committed against VVonette W., including first-degree rape.’
The DNA database “ hit” wasthe only evidence of probable cause supporting theindictment.
On 18 November 2009, Detective Tucker obtained a search warrantand collected a second
buccal swab from King. The second buccal swab matched also the sample collected from
Vonette W. during the 2003 sexual assault f orensic examination.

Kingfiledinthe Circuit Court for Wicomico County an omnibus motion that included

a request to suppress evidence obtained through an illegal search and seizure.® On 12

" The complete list of charges included: first-degree burglary, third-degree
burglary, first-degree rape, attempted first-degree rape, second-degree rape, attempted
second-degree rape, armed robbery, robbery, handgun use in aviolent crime, and carrying
a handgun.

® This Court has criticized omnibus boilerplate motions filed routinely on behalf
of defendantsin criminal cases as containing unsupported “bald allegations.” See Jones
v. State, 395 Md. 97, 103 n.3, 909 A.2d 650, 655 n.3 (2006); Denicolisv. State, 378 Md.
646, 660-61, 837 A.2d 944, 953-54 (2003). King’'s omnibus defense motion requested
vaguely suppression of “[e]videnceseized in thiscase . . . asaresult of anillegal search
and seizure.” At both motions hearings, however, King articulated a Fourth Amendment
violation as the critical illegal search and seizure and requested suppression specifically
of his DNA sample. Therefore, the issue before us was preserved properly.
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February 2010, the Circuit Court held a hearing on the motion. The thrust of King’'s
argument was that the DNA Act could not survive scrutiny under the Fourth Amendment and
therefore King’ sarrest wasinvalid.” He argued al so that the State did not collect King’ sfirst
DNA sample in accordance with the procedures specified by the DNA Act and, therefore,
that theindictmentfor the charges arising from the 2003 rapewasinvalid. The hearingjudge
solicited memoranda of law on the illegal search-and-seizure issue raised at the hearing.'
On 26 February 2009, the hearing judge issued a memorandum opinion denying
King's motion to suppress The memorandum opinion upheld the constitutionality of the
Maryland DNA Collection A ct’s authorization to collect DNA from arrestees, citing to this
Court’s holding in State v. Raines, 383 Md. 1, 857 A.2d 19 (2004), and concluded that the
arrest of King on the 2009 assault charges and seizure of his DNA were presumed lawful;
therefore, the defense bore theburden to prove that the warrant for the second DN A sample
wasinvalid. Thejudge notedtheanalyssinFitzgerald v. Sate, 153 Md. App. 601, 638, 837
A.2d 989, 1010 (2003) (citing Franksv. Delaware, 438 U.S. 154, 160, 98 S. Ct. 2674, 2678,
57 L. Ed. 2d 667, 675 (1978)), aff'd 384 Md. 484, 864 A.2d 1006 (2004), which lead to a
conclusion that when a defendant challenges a warrant outside of its “four corners,” the
burden shifts to the defendant to demonstrate, by a preponderance of the evidence, that the

State’s supporting factual allegations to obtain the warrant are tainted by “deliberate

° King argued alternatively, but without much force, that DNA was not collected
actually from him on 10 A pril 2009, after his arrest.

1 King submitted a memorandum; the State did not.
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falsehood or with recklessdisregard for the truth.” Because King did not allege or present
evidence of falsehood or reckless disregard for the truth, the hearing judge concluded King
had not met his burden under Franks.

On 26 March 2010, the same judge presded over a second hearing on King’s motion
to suppress in order to allow King to present evidence that the warrant was based on
falsehood or reckless disregard for the truth. King called Michelle Groves, custodian of the
Maryland State Police Forensics Division Crime Lab, as awitness. In an attempt to show
that the State could not provethat all predicate requirementsfor collection of aDNA sample
under the Maryland DNA Collection Act (i.e., collection must be completed by an approved
person™) were observed and therefore the warrant based on that sample was invalid, King
questioned Groves about the handling and custody of the first DNA sample. Groves could
not provide any records of the training or qualificationsof the person who collected King's
first DNA sample and could not provideaffirmative evidence that King was given arequired
notice about the Act’s expungement provisions.** The State countered that King had not
adduced any evidenceof error or irregularity inthe DNA collection procedures. The hearing
judge concluded that King failed to meet his burden under Franks and denied again the

motion to suppress.

1 Collection procedures, under the Act, are described in Md. Code (2003, 2011
Repl. Vol.), Pub. Safety Art., § 2-504(b), (c).

12 Expungement provisions, under the Act, aredescribed in Md. Code (2003, 2011
Repl. Vol.), Pub. Safety Art., § 2-511.
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Ultimately, King plead not guilty to the chargesarising from the 2003 r ape of V onette
W., on an agreed statement of facts, in order to preserve hisright to appeal the constitutional
issuesheraised. King was convicted and sentenced to life in prison, without the possibility
of parole. On 12 October 2010, King filed timely a notice of appeal to the Court of Special
Appeals, but we issued awrit of certiorari on our initiative, King v. Sate, 422 Md. 353, 30
A.3d 193 (2011), beforethe intermediate appellate court could decide the appeal . Appellant
poses two questions for our consideration:

1. Did the trial court err by denying Appellant’s motion to
suppress DNA evidence obtained through a warrantless search
conducted without any individualized suspicionof wrongdoing?
2. Did the court below improperly shift the burden of proof to
thedefenseto demonstrate that asearch or seizure made without
individualized suspicion is unreasonable?

We hold that § 2-504(3) of the Maryland DNA Collection Act, which dlows DNA
collection from persons arrested, but not yet convicted, for crimes of violence and burglary,
isunconstitutional, under the Fourth A mendment totality of the circumstancesbal ancing test,
as applied to therelevant facts of this case because King’s expectation of privacy is greater
than the State’ s purported interest in using King’s DNA to identify him for purposes of his
10 April 2009 arrest on the assault charges. Concluding that, in King's circumstances, his
DNA was collected unconstitutionally, and the evidence presented at trial should have been

suppressed as “fruit of the poisonous tree,” we do not reach King's second question as it

becomes moot. Accordingly, we reverse the judgment of the Circuit Court for Wicomico



County and remand the caseto that court for anew trial, consistent with the views expressed
in this opinion.
[l. Standard of Review

Reviewing atrial court’s disposition of a motion to suppress evidence, we view the
evidencepresented at the hearing, alongwith any reasonableinferences drawabl e therefrom,
inalight most favorableto theprevailing party, which,inthe presentsituation, wasthe State.
Bailey v. State, 412 Md. 349, 363, 987 A.2d 72, 80 (2010) (citing Crosby v. Sate, 408 Md.
490, 504, 970 A.2d 894, 902 (2009); Longshorev. State, 399 Md. 486, 498, 924 A.2d 1129,
1135 (2007)). Thereviewing court defersto the fact-finding of the hearing court, unlessthe
findingsareerroneous clearly. I1d. We apply, however,anon-deferentid standard of review
when making the ultimatelegal determination asto whether the evidence was seized properly
under the Fourth Amendment. Williamson v. State, 413 Md. 521, 532, 993 A.2d 626, 632
(2010) (citing Bailey, 412 Md. at 362, 987 A.2d at 80; Crosby, 408 Md. at 504-05, 970 A.2d
at 902).

[11. Discusson

Appellant arguesthat the Fourth A mendment protectsmerearrestees, w ho arecloaked
with the assumption of innocence until proven guilty, from unreasonable, warrantless, and
suspicionless sei zures and searches of their genetic material made pursuant to the Maryland
DNA Collection Act. King maintains that the Maryland DNA Coallection Act is

unconstitutional facially under the Fourth Amendment, and also that the statuteisinvalid as



applied to the facts of hiscase. The State counters that there is an overriding governmental
interestinidentifying arresteesaccurately,thatDNA profilesdeveloped from arresteesunder
the Maryland DNA Collection Act are used only for identification purposes (under an
expansiveview of what constitutes “identification”), and that arrestees have no expectation
of privacy in their identity.
A. The Fourth Amendment
The Fourth A mendment to the United States Constitution provides,
The right of the people to be secure in their persons,

houses, papers, and effects, against unreasonabl e searches and

seizures, shall not be violated, and no Warrants shall issue, but

upon probable cause, supported by Oath or affirmation, and

particularly describing the placeto be searched, and the persons

or things to be seized.
The Fourth Amendment is applicableto Marylandthrough the Fourteenth A mendment. See
Mapp v. Ohio, 367 U.S. 643, 655, 81 S. Ct. 1684, 1691, 6 L. Ed. 2d 1081, 1090 (1961);
Owensv. Sate, 322 Md. 616, 622,589 A.2d 59, 61 (1991). Weevaluate Fourth Amendment
challenges under the reasonableness test articulated by Justice Harlan in his concurring
opinion in Katz v. United States, 389 U.S. 347, 361, 88 S. Ct. 507, 516, 19 L. Ed. 2d 576,
587-88 (1967), astandard adopted by this Court in Venner v. Sate, 279 Md. 47, 51-52, 367
A.2d 949, 952 (1977). The Katz reasonableness test requires first that the person have an
“actual (subjective) expectation of privacy and, second, that the expectation be one that

society ispreparedto recognize as ‘reasonable.’” 389 U.S. at 361, 88 S. Ct. a 516, 19 L. Ed.

2d at 587-88 (Harlan, J., concurring). A seizure or search will be upheld even if thereis a
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reasonable expectation of privacy when the government has a*“ special need.” See Griffin v.
Wisconsin, 483 U.S. 868, 875, 107 S. Ct. 3164, 3169, 97 L. Ed. 2d 709, 718 (1987)
(upholding a warrantless search of a probationer because the government had a “special
need” for the “exercise of supervision to assure that restrictions are in fact observed”);
Skinner v. Ry. Labor Execs. Ass'n., 489 U.S. 602, 633, 109 S. Ct. 1402,1422, 103 L. Ed. 2d
639, 670 (1989) (upholding warrantless and suspicionlessal cohol and drug teg for railway
employees). The State does little more than mention the special needs exception in the
present case, for good reason, because its narrow confines do not embrace the case at bar.
The context for evaluating the Fourth Amendment challenges where a reasonable

expectation of privacy competes with government interests was set forth by the Supreme
Court in United States v. Knights, 534 U.S. 112, 122 S. Ct. 587, 151 L. Ed. 2d 497 (2001).
In Knights, the Supreme Court upheld a warrantless search of a probationer’s apartment,
using the “totality of the circumstances” approach set forth in Ohio v. Robinette, 519 U.S.
33,39, 117 S. Ct. 417, 421, 136 L. Ed. 2d 347, 354 (1996). Knights, 534 U.S. at 118, 122
S. Ct. at 591, 151 L. Ed. 2d at 505. Reasonableness in a Fourth Amendment analysis is
determined

by assessing, on the one hand, the degree to which it intrudes

upon an individual’s privacy and, on the other, the degree to

which it is needed for the promotion of |egitimate government

interests.

Knights, 534 U.S. at 118-19, 122 S. Ct. at 591, 151 L. Ed. 2d at 505 (quoting Wyoming v.

Houghton, 526 U.S. 295, 300, 119 S. Ct. 1297, 1300, 143 L. Ed. 2d 408, 414 (1999)). The
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Court considered as weighty Knights's gatus asa probationer, which “like incarceration, is
aform of criminal sanction imposed by a court upon an offender after verdict, finding, or
plea of guilty.” Knights, 534 U.S. at 119, 122 S. Ct. at 591, 151 L. Ed. 2d at 505 (citing
Griffin, 483 U.S. at 874,107 S. Ct. at 3168, 97 L . Ed. 2d at 717) (internal quotation omitted).
Probation, noted the Court, was one point on a continuum of punishments for convicted
criminals whose freedoms may be curtailed beyond those of law-abiding citizens. Id.
Further, Knights's probation order stated clearly that warrantless searches were a condition
of his probation; therefore, the Court concluded his expectation of privacy was diminished.
Knights, 534 U.S. at119-20, 122 S. Ct. at 591-92, 151 L. Ed. 2d at 505.

On the other side of the “totality of the circumstances” scale from the individual’s
privacy interest isthe government interest in conducting the search. In Knights's situation,
the government had a legitimate interest in his rehabilitatiion and protecting society from
future criminal actions. Knights, 534 U.S. at 119, 122 S.Ct. at 591-92, 151 L. Ed. 2d at 505.
The high recidiviam rate of probationers fueled a strong government interest that weighed
heavily against Knights's diminished expectation of privacy. Knights, 534 U.S. at 120, 122
S. Ct. at 592, 151 L. Ed. 2d at 506 (noting a Justice Department report that found 43% of
probationers were re-arrested for a felony within three years of release). The Court
concluded that the government had a legitimate interest in preventing future crimes
committed by probationers by conducting warrantless searches of probationers’ residences.

Knights, 534 U.S. at 121, 122 S. Ct. at 592, 151 L. Ed. 2d at 506. Balancing Knights's
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reduced expectation of privacy as a probationer against the government’s interests in
preventing recidivisam and protecting the public, the Court observed that |essthan “probable
cause” (in the form of reasonable suspicon, rather than individualized suspicion) was
required for a search of Knights's residence. 1d.

The Supreme Court deployed later the Knights “totality of the circumstances” test to
determine whether a suspicionless search of a parolee, conducted by a police officer on a
public sidewalk, was reasonable under the Fourth Amendment. Samson v. California, 547
U.S. 843, 126 S. Ct. 2193, 165 L. Ed. 2d 250 (2006). The Court concluded that, on the
continuum of punishmentsimposed for criminal violations, a parol ee has” fewer expectations
of privacy than probationers, because parole is more akin to imprisonment than probation .
...” Samson, 547 U .S. at 850, 126 S. Ct. at 2198, 165 L. Ed. 2d at 258. Paroleesare subject
to awide range of conditions for their release, including mandatory drug tests, restrictions
on personal associations and activities, psychiatric treatment, residence approval, and
mandatory meetings with parole agents. Samson, 547 U.S. at 851, 126 S. Ct. at 2199, 165
L. Ed. 2d at 259. AsinKnights, Samson focused heavily on the high recidivism rate of the
parolee population, which, in California during the relevant time, approached 70 percent.
Samson, 547 U.S. at 853, 126 S. Ct.at 2199, 165 L. Ed. 2d at 259. The Court concluded that
the government interest in re-integrating parolees, protecting society from future criminal
actions, along with a statutory prohibition against “arbitrary, capricious, or harassing”

searches, outweighed the parolee’ s diminished expectation of privacy under the “totality of
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the circumstances.” Samson, 547 U.S. at 856, 126 S. Ct. at 2202, 165 L. Ed. 2d at 262.

B. The Maryland DNA Collection Act

TheMaryland D NA Collection A ct wasenactedin 1994. The portions of the current
statute challenged by Appellant were added in 2008."* 2008 Md. Laws 337. The stated
purpose of the statute is to “analyze and type the genetic markers contained in or derived
from the DNA samples;” to assist an official investigation of a crime; to identify human
remains; to identify missing persons; and for “research and administrative purposes,”
including the development of a population database™ and to aid in quality assurance. Md.
Code (2003, 2011 Repl. Vol.), Pub. Safety Art., 8 2-505. The 2008 amendments affected

primarily § 2-501(i), Definitions™ and § 2-504, Collection of DNA Samples.*® 2008 Md.

'3 The amendments to the Maryland DNA Collection Act directed to arrestees are
subject to sunset provisions. Absent affirmative action from the Legislature to re-enact
them, 88 2-501, 2-504, 2-505, 2-506, 2-511, 2-512, 2-513, and 2-514 will be abrogated on
31 December 2013 and replaced with sections that do not permit DNA collection from
arrestees. The current provisions for collection of DN A from convicted felons, however,
will remain.

4 Popul ation database means “ a collection of DNA profiles, usually grouped by
race, used for statistical evaluation, research, quality control, and protocol development of
forensic DNA analysismethods.” No personal identifying information isused in the
population database. M d. Code Regs. 29.05.01.01(B)(25) (2011).

15§ 2-501. Definitions.

(i) DNA sample. —“DNA sample’” means a body fluid or
tissue samplethat is: (1) provided by an individual whois
convicted of afelony or aviolation of § 6-205 or § 6-206 of
(continued...)
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'3(_..continued)
the Criminal Law Article; (2) provided by an individual who
is charged with: (i) a crime of violence or an attempt to
commit a crime of violence; or (ii) burglary or an attempt to
commit burglary; or (3) submitted to the statewide DN A data
base system for testing aspart of a crimind investigation. Md.
Code (2003, 2011 Repl. Vol.), Pub. Saf ety Art., § 2-501(i)
(emphasis added to 2008 amended text).

'* The text added to § 2-504 that is relevant to the present case was:

(3) (i) In accordance with regulations adopted under this
subtitle, a DNA sample shall be collected from an individual
who is charged with: 1. a crime of violence or an attempt to
commit a crime of violence; or 2. burglary or an attempt to
commit burglary. (ii) At the time of collection of the DNA
sample under thisparagraph, the individual from whom a
sample is collected shall be given notice that the DN A record
may be expunged and the DN A sample destroyed in
accordance with § 2-511 of this subtitle.(iiil) DNA evidence
collected from a crime scene or collected as evidence of
sexual assault at a hospital that alaw enforcement investigator
considers relevant to the identification or exoneration of a
suspect shall be tested as soon as reasonably possible
following collection of the sample

(d) Testing of samplefrom individual charged with crime
under subsection (a)(3). --

(1) A DNA sample collected from an individual charged
with a crime under subsection (a)(3) of this section may not
be tested or placed in the statewide DNA data base system
prior to thefirst scheduled arraignment date unless requested
or consented to by the individual as provided in paragraph (3)
of this subsection.

(2) If all qudifying criminal charges are determined to be
unsupported by probable cause: (i) the DNA sample shall be
immediately destroyed; and (ii) notice shall be sent to the
defendant and counsel of record for the defendant that the
sampl e was destroyed.

(continued...)
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Laws 337. The amendments purport to allow the State to collect DNA samples from
individuals arrested for crimes (or attempted crimes) of violence or burglary prior to being
found guilty or pleading guilty. Md. Code (2003, 2011 Repl. Vol.), Pub. Safety Art., § 2-
504(a)(3). DNA samples are collected from arrestees when the individual is charged (or at
acorrectional facility if the arresee is in cusody) by an authorized collector trained in the
collection protocols used by the Maryland State Police Crime Laboratory. Md. Code (2003,
2011 Repl. Vol.), Pub. Safety Art., 8 2-504(c). Samples may be collected with reasonable
force, if necessary, and are mailed to the Maryland State Police Crime L aboratory within 24
hours of collection. Md. Code Regs. 29.05.01.04(C) & (M) (2011). The samples are not
tested or placed in the gatewide DNA system until the first scheduled arraignment of the

arrestee, or earlier if the arrestee gives consent. Md. Code (2003, 2011 Repl. Vol.), Pub.

18(_..continued)

(3) Anindividual may request or consent to have the
individual's DNA sample processed prior to arraignment for
the sole pur pose of having the sample checked against a
sample that: (i) has been processed from the crime scene or
the hospital; and (ii) is related to the charges aganst the
individual .

(e) Second DNA sample. -- A second DNA sample shall be
taken if needed to obtain sufficient DNA for the statewide
DNA data base system or if ordered by the court for good
cause shown.

(f) Failure to provide DNA sample. -- Failure of an individual
who is not sentenced to aterm of imprisonment to provide a
DNA sample within 90 days after notice by the Director isa
violation of probation. Md. Code (2003, 2011 Repl. Vol.),
Pub. Safety Art., § 2-504.
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Safety Art., § 2-504(d).

DNA samples are analyzed in accordance with FBI standards and CODIS
requirements. Md. Code Regs. 29.05.01.09(A) (2011). In the present case, King's DNA
sampleswere sent to an approv ed vendor laboratory for analysis. While the specific type of
scientific analysis to be employed is not prescribed by the statute, the polymerase chain
reaction (“PCR”) method is used commonly by laboratoriesto analyze DNA samples. Mary
McCarthy, Am| My Brother’ sKeeper?: Familial DNA Searchesin the Twenty-first Century,
86 Notre Dame L. Rev. 381, 384 (2011). In DNA analyses performed to comply with
FBI/COD IS standards, PCR isused to replicate 13 core short-tandem-repeat loci. 1d. These
13 loci were chosen by the FBI for CODIS, in response to congressional concern over
privacy protections, because they are considered “ non-coding” DNA that are thought not to
reveal private information.'” H. Rep. 106-900(1), at 27 (2000) (codified at 42 U.S.C. 8§
13701-14223 (2012)) (stating that the records do not “reveal information relating to any
medical condition or other trait”). Once the DNA sample is analyzed, the DNA record (a
numerical representation of the information at each loci) is uploaded to the statewide
searchable DNA electronic database or the FBI CODIS database. No identifying

information, criminal history, photographs, or fingerprints are stored supposedly alongside

" Thereis, however, considerable current debate as to whether these “non-
coding” or “junk” DN A provide no predictive genetic information. See Simon A. Cole, Is
the “ Junk” DNA Designation Bunk?, 102 Nw. U. L. Rev. 54, 54 (2007) (highlighting an
academic debate on the significance of non-coding DNA).
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the DNA record in either DN A database. CODIS and DNIS Fact Sheet, Fed. Bureau of
I nvestigation, http://www.fbi. gov/about-us/lab/codis/codis-and-ndis-f act-sheet (lag visited
19 April 2012). When the DNA database produces a match (a“hit”) between an arrestee’s
sample and one stored previously in a database, the Maryland State Police notify the law
enforcement officer who provided the sample. The original sample “hit” may be used
thereafter only as probable cause to obtain awarrant to obtain a second sample and is not
admissible as evidence at trial. Md. Code (2003, 2011 Repl. Vol.), Pub. Safety Art., § 2-
510.

If an arrestee isnot convictedof the charge or chargeswhich lead to his/her qualifying
arrest(s), the DNA samples and records are required to be destroyed or expunged by the
authorities. Md. Code (2003, 2011 Repl. Vol.), Pub. Safety Art., 8 2-511(a). Thereisno
expungement allowed, however, if the precipitating charge or chargesagainst an arrestee are
placed on the stet docket or the arrestee received probation before judgment. Md. Code
(2003, 2011 Repl. Vol.), Pub. Safety Art., 8 2-511(2). The Act provides also for penalties
for misuse of DNA records, unauthorized testing of DNA samples, or wilful failure to
destroy DNA samples. Md. Code (2003, 2011 Repl. Vol.), Pub. Safety Art., § 2-512.

In Raines, 383 Md. at 25, 857 A.2d at 33, a plurality of this Court upheld the
constitutionality, against a Fourth Amendment challenge, of the then-extant DNA collection
statutory scheme, which, prior to the 2008 amendments, provided for collection of DNA

samplesonly fromindividuals convicted of felonies, fourth-degree burglary, or breaking and
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enteringinto avehicle. The Court, however, wasdivided deeply in reaching that result. The
plurality opinion was authored by Judge Cathell. Two members of the four judge majority
authored separate concurring opinions.

Raines was convicted of two separate robberies committed in 1996. In 1999, while
serving a sentence in prison for a crime unrelaed to the robberies, hisDNA was collected
pursuant to the Act as it then existed, because the 1996 robberies were qualifying felonies.
Raines, 383 M d. at 5n.5, 857 A.2d at 22 n.5 (plurality opinion). In 2002, the DNA profile
from a 1996 unsolved rape was uploaded to the statewide database and found to match
Raines's DNA profile collected in 1999. Raines, 383 Md. at 6, 857 A.2d at 22 (plurality
opinion). Usingthe DNA database hit as probable cause, the State obta ned a search warrant
to obtain a saliva sample from Rainesin February 2003. Raines, 383 Md. at 6-7, 857 A.2d
at 22 (plurality opinion). Asaresult of the second DNA profile match and the testimony of
the 1996 rape victim, a grand jury returned an indictment against Raines for first- and
second-degree rape and robbery. Raines, 383 Md. at 7, 857 A.2d at 22 (plurality opinion).
Prior to histrial on the rape charges, Raines moved to suppressthe DNA evidence, asserting
that the original search was unconstitutional. Raines, 383Md. at 7, 857 A .2d at 23 (plurality
opinion). The motions court agreed. 1d. The plurality opinion, on appeal, reversed the
suppression of the evidence, noting that nearly every federal and state court that had decided
an anal ogous question upheld against Fourth Amendment attack the collection of DNA from

convicted felons. Raines, 383 Md. at 12, 857 A.2d at 25 (plurality opinion). Using the
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balancingtest for determining whether a search isreasonable under the Fourth A mendment,
the plurality upheld theconstitutionality of the Maryland DNA Collection Act, asapplied to
convicted felons. Raines, 383 M d. at 18, 857 A.2d at 29.

On the privacy interest side of the scales of the balancing test, the Court considered
Raines's status as a convicted and incarcerated person as one with “severely diminished
expectation of privacy.” Raines, 383 Md. at 25, 857 A.2d at 33 (plurality opinion). The
plurality opiniondiluted further Raines’'s expectationof privacy by crediting that the purpose
of the DNA collection wasto “identify” convicted felons; no incarcerated individual hasan
expectation of privacy in his or her identity. Id. The Court distinguished the interest in
searching for “identification” from searching “ordinary individuals for the purpose of
gatheringevidence againstthem in order to prosecutethem for the very crimesthat the search
reveals.” ld. Using the Knights test, the Court concluded that thereis

no reason why a search cannot be reasonable absent an

individualized suspicion in the limited circumstances of this

case, where the individual’s expectation of privacy was even

more limited than in Knights, the government intrusion, abuccal

swab, was minimal at most and the government objective is as

strong as in Knights.
Raines, 383 Md. at 17,857 A.2d at 29 (plurality opinion). A government interest highlighted
in Raineswasto identify recidivigs, personsinvolved with crimes, and unidentified bodies.
383 Md. at 21, 857 A.2d at 31 (plurality opinion).

Judge Raker’s concurring opinion disagreed with the plurality opinion as to its

conclusion of the severely limited expectation of privacy a convicted felon hasin his/her
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bodily fluids, but upheld the statute based on her acceptance of the analogy between
fingerprints and DNA profilesas providing purely identifying information. Raines, 383 Md.
at 44-45, 857 A.2d at 45 (nodding to the State’ s assertion that aDN A profile isjust a series
of numbers, similar to a social security number). In a separate concurring opinion, Judge
Wilner criticized the plurality opinion’s characterization of the State’sinterest in the DNA
as simply identification, calling it “misleading even to suggest, much less hold, that this
program is not designed for the predominant purpose of providing evidence of criminality.”
Raines, 383 Md. at 51, 857 A.2d at 49. He conceded, however, that convicted criminals have
a high rate of recidivism and that DNA’s reliability serves the government’s interest in
identificationin the sameway asfingerprints and photographsdo. Raines, 383 Md. at 51-52,
857 A.2d at 49 (Wilner, J., concurring).

In our next relevant case to consider the Fourth Amendment implications of the Act,
Williamson v. Sate, 413 Md. 521, 526, 993 A.2d 626, 629 (2010), awoman told policein
1994 that Williamson had raped her. A sexual assault examination was performed and
vaginal swab collected (but no DNA was analyzed). Id. Williamson entered ultimately an
Alford plea to battery in the case. Id. In 2002, a different woman told police that an
unknown assailant raped her, a sexual assault forendc examination was performed, and a
vaginal swab was collected. Williamson, 413 Md. at 526, 993 A.2d at 629. The DNA was
analyzed and uploaded to the database, but there wereno DNA profile matches. Williamson,

413 Md. at 526-27, 993 A.2d at 629-30. In 2005, Anne Arundel County Police received a
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financial grant to be used to solve cold cases. Williamson, 413 Md. at 527, 993 A.2d at 630.
Pursuant to the grant, the police analyzed thevaginal swab from the 1994 all eged rape, which
resulted in a match to the DNA profile in the 2002 rape. 1d. Police suspected Williamson
of both rapes. 1d. After being arrested on an unrelated open warrant and while he was held
in a police interrogation room, Williamson was given a McDonald’s meal*® by the police.
Id. He drank from the drink cup and left the debris behind when he was taken from the
room. ld. The police recovered the discarded cup and swabbed it for DNA. Id. The DNA
thus obtained was analyzed and the results uploaded to the database, yielding a match to the
specimens obtained from the 1994 and 2002 rapes. Williamson, 413 Md. at 528, 993 A.2d
at 630. Williamson was indicted by a grand jury for charges stemming from the 2002 rape.
Williamson, 413 Md. at 528, 993 A.2d at 631.

Applyingthetwo-part test from Katz, the Court concluded that Williamson abandoned
the McDonald’'s cup in the police station and, therefore, could expect reasonably that the
police might collect and investigate the cup. Williamson, 413 Md. at 536-37, 993 A.2d at
635. Williamson argued that, even if the cup wasseized lawfully, the andysisof his DNA
sampl e constituted a second and subsequent search and sei zurefor the purposes of the Fourth
Amendment, which required awarrant. Williamson, 413 M d. at 539, 993 A.2d at 637. In

dicta, the Court suggested that “[h]ad the police compdled Willianson to give a DNA

8 The record does not specify whether Williamson was provided with a
McDonald' s ExtraValue Meal. If that waswhat he received, it appears that the State
received the “extra value,” not Williamson.
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sample as a pre-trial detainee, Williamson's argument may have had some weight.”
Williamson, 413 Md. at 540, 993 A.2d at 637. Relying on the declaration in Raines that
DNA profiles produced under the authority of the Maryland DNA Collection Act provide
identification of the person only, rather than being concerned with the vast amount of genetic
information contained within the actual DNA sample, the Court concluded that, because
Williamson abandoned the cup, there was no Fourth Amendment search implicated by the
analysis of the DNA sample. Williamson, 413 Md. at 547, 993 A.2d at 641 (analogizing the
abandoned D NA on the cup to a garbage bag left outside the curtilage of a home).

Most recently, in Raynor v. State, 201 Md. App. 209, 29 A.3d 617 (2011), our
colleagues on the Court of Special Appeals tackled another facet of analyzing a reasonable
expectation of privacy in one’s DN A under Fourth A mendment jurisprudence. Appellant
Raynor became a suspect in an unsolv ed rape case and was asked by State Police to cometo
thelocal barracksto talk about theinvestigation. Raynor, 201 Md. App. at 214-15,29 A.3d
at 620. The policeasked Raynor for aDNA sample; he refused. Raynor, 201 Md. App. at
215,29 A.3d at 621. Duringtheinterview, however, Raynor rubbed repeatedly his hands up
and down the arm-rests of the chair in which he was seated. 1d. After the interview, the
police swabbed the arm-rests and obtained a viable DNA sample that, once analyzed,
matched the sample taken from a rape kit obtai ned from the victim. Raynor, 201 Md. App.
at 216, 29 A .3d at 621. Thetrial court refused, on Raynor’s motion, to suppress the DNA

evidence. Raynor, 201 Md. App. at 216, 29 A.3d at 621-22. On appeal, the thrust of
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Raynor’ sargument (similar to Williamson'’ s, supra) wasthat he had areasonabl e expectation
of privacy in the DNA within his skin cells, despite the latter having been gathered lawfully
by the police from the arm-rests. Raynor, 201 Md. App. at 217, 29 A.3d at 622. The Court
of Special Appeals, relying principally on thereasoning of Judge Raker’s concurring opinion
in Raines, concluded that “even if appellant could demonstrate a subjective expectation of
privacy in his DNA profile, he nonetheless had no objectively reasonable expectation of
privacy in it because it was used for identification purposes only.” Raynor, 201 Md. App.
at 222,29 A.3d at 625. Theintermediateappellate court reasoned that collection of the DNA
from the chair was analogousto collection of alatent fingerprint and, theref ore, was not a
constitutionally-protected search. Id.

C. The State of Fourth Amendment Challenges
to Analogous Federal and other State Statutes

Courts have upheld overwhelmingly against Fourth Amendment challenges federal
and state statutes authorizing warrantless, suspicionless DNA collection from convicted
criminals, including incarcerated prisoners, parolees, and probationers. Federal and state
courts are divided, however, on the constitutionality of requiring mere arresteesto submit to
DNA sample collection. Atthe heart of thisdebate (and the present case) isthe presumption
of innocence cloaking arrestees and whether legitimate government interests outweigh the
rights of a person who has not been adjudicated guilty of the charged crime, and is
somewhere closer along the continuum to aperson who is not charged with a crime than he

or she is to someone convicted of a crime.
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In Peoplev. Buza, 129 Cal. Rptr. 3d 753, 755 (Cal. Ct. App. 2011), cert. granted, 262
P.3d 854 (Cal. 2011), the First Appellate District, Division Two, of the Court of Appeal of
California held unconstitutional facially the section of California sForensic Identification
Database and Data Bank Act of 1998 (“California DNA Collection Act”) (Cal. Pend Code
§296 (2011)), thatauthorized the taking of aDNA samplefrom all adults arrested or charged

with afelony.*

Mark Buza was arrested for arson and vandalism and asked to provide a
DNA sample, as required by the California Act; he refused. Id. Buzawasinformed that,
under the California Act, refusal to provide a DNA sample after arrest was itself a
misdemeanor offense. Buza, 129 Cal. Rptr. 3d at 756. The State charged Buza, on
information, with arson, vandalism, and refusal to provide a DNA sample under the
CaliforniaDNA Collection Act. 1d. Buzamoved for an acquittal on the charge of failure
to provide a DNA sample, contending that being charged with afelony was not a sufficient
basis for the state to require a DNA sample. Id. His motion was denied, yet he continued

to refuse to provide aDNA sample. 1d. Buzawas convicted on all charges. 1d. The court

orderedlaw enforcement to use “ reasonable force” to extract the DN A sample. Id. Buzawas

1 The CaliforniaDNA Collection Act, as to its treatment of arrestees, issimilar
substantially to Maryland’s DNA Collection Act. The same 13 lod are analyzed and
uploaded to the state DNA database, which is connected to CODIS. No identifying
information is included with the DNA profile. There are statutory protections against
unauthorized use or disclosure of the database information. The statutes’ diff er, however,
in that California does not require waiting until a scheduled arraignment for analysis of
the sample and arresgees must request expungement, rather than the automatic procedures
in the M aryland D NA Collection Act.
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sentenced to 16 months, including six months for his refusal to provide DNA. 1d. Hewas
informed his DNA would be uploaded into the database. 1d.

Buza appealed his conviction for failure to provide a DNA sample, arguing tha, as
an arrestee, he was entitled to the presumption of innocence and had the right, under the
Fourth Amendment, to be free of unreasonable sear ches and seizures. Buza, 129 Cal. Rptr.
3d at 755. In analyzing Buza's facial attack on the constitutionality of the statute authorizing
DNA collection from arrestees, the court summarized relevant cases upholding DNA
collection of convicted offenders, highlighting the narrow groundson which these caseswere
decided or the divided views expressed by the deciding courts. Buza, 129 Cal. Rptr. 3d at
762 (noting the “limited nature” of the holding in Kincade v. United States, 379 F.3d 813,
936 (9th Cir. 2004), applying only to “lawfully adjudicated criminal s whose proven conduct
substantially heightensthe government’ sinterestin monitoring them,” and the Ninth Circuit
in United Statesv. Kriesel, 508 F.3d 941, 948-49 (9th Cir. 2007), because its holding did not
apply to arrestees).

The Buza court looked al so to opinionsthat evaluated DNA collection from arrestees
or pre-trial detainees. 129 Cal. Rptr. 3d at 763. In Freidman v. Boucher, 580 F.3d 847, 851
(9th Cir. 2009), a Montana law enforcement officer requested a DNA sample (under a
Montana statute authorizing collection from convicted felons) from a pre-trial detainee who

had been convicted, sentenced, and served time to completion in Nevada previously for an
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unrelated crime.?® The Friedman court concluded tha, despite the state’s assertionsthat pre-
trial detaineeshave alimited expectation of privacy and that the government hasalegitimate
interest in collecting D NA samples for its database, forcible extraction of DNA, without a
warrant and in the absence of individualized suspicion, or for the purposes of solving
unsolved crimes, was unconstitutional as applied to Boucher. 580 F.3d at 851, 856. The
court noted that government interests that would offset the expectation of privacy in certain
circumstances (prison security or supervision and integration of parolees) are not present
with pre-trial detainees and, additionally, Montana’' s constitution provides greater privacy
protections than the Fourth Amendment. Friedman, 580 F.3d at 858 (citing government
interests in Samson, 547 U.S. at 856, 126 S. Ct. at 2202, 165 L. Ed. 2d at 262). In response
to thegovernment’ sargument that the search was reasonabl e because of the reduced privacy
rights of pre-trid detainees, the court responded by noting that the Supreme Court has not
allowed suspicionless searches of pre-trial detainees for reasons other than prison security.
Friedman, 580 F.3d at 856-57. Quoting from Schmerber v. California, 384 U.S. 757, 770,
86 S. Ct. 1826, 1835, 16 L. Ed. 2d 908, 919 (1966), the court emphasized “[tf|he importance
of informed, detached and deliberate determinations of the issue whether or not to invade
another’ sbody in search of evidence of guiltisindisputable and great.” Freidman, 580 F.3d

at 857. The Freidman court distinguished the holdings in Kincade and Kriesel, discussed

%0 Freidman was convicted and served his sentence in Nevada and was not under
parole or probationary supervision by Montana. Freidman v. Boucher, 580 F.3d 847, 854
(9th Cir. 2009).
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supra, because those cases addressed convicted criminals and Friedman wasonly a pre-trid
detainee for the purposes of the Montana statute. 1d.

In United States v. Pool, 621 F.3d 1213 (9th Cir. 2010), adivided panel of the Ninth
Circuit affirmed the holding of afederal magistrate judge who found constitutional, against
an as-applied challenge, provisons of the Bail Reform Act of 1966 (18 U.S.C. § 3142(b),
(c)(1)(A) (2009)), and the DNA Fingerprint Act of 2005 (42 U.S.C. § 14135a (2009))
requiring Pool, as an arrestee, to provide a DNA sample as a condition of his pre-trial
release.?"#* Themajority opinioninPool, adopting the magistrate judge’ s approach, applied
the totality of the circumstances test and concluded that a “judicial or grand jury finding of
probable cause” is a “ watershed event” that tips the scalesin favor of “the government’s
interestindefinitively determining thedefendant’ sidentity,” at the expense of a“defendant’s
privacy interest in giving a D NA sample as a condition of pre-trial release . . . .” 621 F.3d

at 1219, 1226. The magistrate likened the DNA sample requirement to other conditions of

L The Ninth Circuit granted a rehearing en banc and directed that the three judge
panel opinion, United States v. Pool, 621 F.3d 1213 (9th Cir. 2010), not be used as
precedent by any court. United States v. Pool, 646 F.3d 659 (9th Cir. 2011). While the
en banc rehearing was pending, Pool pleaded guilty, and the Ninth Circuit vacated the
three judge panel opinion and dismissed the appeal as moot. United States v. Pool, 659
F.3d 761 (9th Cir. 2011).

22 The Bail Reform Act of 1966 allows a judge to order that an individual who has
been charged, but is released on hisor her recognizance or an unsecured appearance bond
while awaiting trial, “cooperate in the collection of a DNA sample” if he or sheis arrested
or facing federal charges. 18 U.S.C. § 3142(b) (2009). The DNA Fingerprint Act of 2005
provided the authority to collect DNA samples from persons “who are arrested, facing
charges, or convicted from non-United States persons who are detained under the
authority of the United States.” 42 U.S.C. § 14135a(a)(1)(A) (2009).
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pre-trial release that limit liberty, including electronic monitoring and mandatory curfews.
Pool, 621 F.3d at 1217. Theappeal s-court-panel majority concluded that Pool had not shown
any greater privacy interest in his DNA than had Kinkade (a convict), supra, because the
DNA statute required that only identifying numbers be used in the reporting system. Pool,
621 F.3d at 1222. The competing government interests included allowing “the government
to ensure that the defendant did not commit some other crime[;] . . . discourage[d] a
defendant from violating any condition of his or her pretrial rdease”; and served the same
purpose of identifying potentially dangerousindividualsto the public, whether arrestees or
convicts. Pool, 621 F.3d at 1223.

In dissent, Judge Schroder countered that United Statesv. Brown, 563 F.3d 410, 414-
15 (9th Cir. 2009), required that the government bear the burden of showing that searches
and seizures are reasonable under a Fourth Amendment exception. Pool, 621 F.3d at 1237.
Under its application of the balancing test, the dissent concluded that Pool’s expectation of
privacy had not been reduced by a conviction and, therefore, the government’s asserted
interest in Pool was obliged, in order to overcome Pool’s expectation, to be even more
significant than those recognized with regard to convicts; the government may not rely on
a“generalizedinterest in preventingthe commission of crimesby pretrial defendants.” Pool,
621 F.3d at 1237, 38. Thedissent remarked al so on the diff erence between the DNA profile
and the DNA sample; although the former contains numeric identifiers only, the latter

contains the entire genetic makeup of anindividual. Id.
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In United States v. Mitchell, 652 F.3d 387 (3rd Cir. 2011), cer't denied, _ U.S. __,
_ S . Ct.__,182L. Ed. 2d 558 (2012), adivided Third Circuit, sitting en banc, reached a
similar conclusion as did the majority in Pool, supra.”® Mitchell was indicted for one count
of attempted possession with intent to distribute cocaine. Mitchell, 652 F.3d at 398. While
in pre-trial detention, herefused to givea DNA sample demanded pursuant to the federal
DNA Collection Act (42 U.S.C. 8§ 14135a(a)(1)(A) (2011)). Id. Hisrefusal was upheld by
the federal district court. Mitchell, 652 F.3d at 398. On appeal, the Third Circuit reversed.
Mitchell, 652 F.3d at 402. Mitchell argued that collection of DNA samples from arrestees
and pre-trial detaineesunder the DNA Collection Act constituted an unreasonabl e search and
seizure, violating the Fourth Amendment. 1d. The parties disagreed w hether Mitchell had
mounted a facial or as-applied constitutional challenge in the trial court, so the appellate
court, following the guidance in United States v. Marcavage, 609 F.3d 264, 273 (3d Cir.
2010), considered both types of challenge. Mitchell, 652 F.3d at 405.>* The court, following
thedirectionin Connection Distribution Co. v. Holder, 557 F.3d 321, 327-28 (6th Cir. 2009),

that “[t]he usual judicial practice is to address an as-applied challenge before a facial

% Mitchell filed a petition for writ of certiorari on 22 November 2011 (application
number 11A384) in the United States Supreme Court. The petition was denied on 19
March 2012.

* 1n United States v. Marcavage, 609 F.3d 264, 273 (3d Cir. 2010), there was
ambiguity asto whether M arcavage advanced an as-applied or facial constitutional attack.
The court concluded that Marcavage’ s “hybrid” approach to advancing both attacks was
permissible and proceeded to analyze the facial challenge firg because the burden was
“significantly heavier” and could be decided (against him) quickly. 1d.
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challenge,” considered first the constitutionality of the statute as applied to the facts in
Mitchell’s case. Mitchell, 652 F.3d at 405 (internal quotation omitted) (internal citation
omitted).

Using the Knights totality of the circumstances test, the Mitchell court majority
concluded that there are two separate searches when DN A is collected. Mitchell, 652 F.3d
at 406. The first isthe physical collection, usually viaabuccal swab or ablood draw. Id.
The court concluded tha the physical intrusion was quick and painless (relatively so) and,
therefore,aminimal invasion, and did not weigh in the def endant’ sfavor. Mitchell, 652 F.3d
at 407 (citing Skinner, 489 U.S. at 625, 109 S. Ct. at 1417, 103 L. Ed. 2d at 665; Nicholas
v. Goord, 430 F.3d 652, 656 n.5 (2d Cir. 2005)). The second search is the processing of the
DNA sample and creation of the DNA profile. Mitchell, 652 F.3d at 407. Mitchell’s
challenge pointed to the vast amount of personal data contained within a DNA sample and
the potential for misuse of thedata. 1d. The court, however, was not persuaded by Mitchell’s
argument, relying on the numerous statutory protections of the data and the “junk” natureof
the 13 loci used to create the profile. Mitchell, 652 F.3d at 408. The court embraced an
anal ogy between fingerprints and D NA profiles, treating both asroutine booking procedures,
and concluded that pre-trial detainees have a diminished privacy interest relative to means
to ascertain and confirm their identities. Mitchell, 652 F.3d at 411 (“[I]tis‘ elementary’ that
blanket fingerprinting of individualswho have been lawfully arresed or charged with acrime

does not run afoul of the Fourth Amendment.”) (quoting Smith v. United States, 324 F.3d
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879, 882 (D.C. Cir. 1963))).

ThecourtinMitchell conceded that thegovernment’ sinterestsin obtaining DNA from
an arrestee are not as strong as with convicts, probationers, or parolees. 652 F.3d at 413.
Mitchell maintained thattheinterestinlaw enforcementis*”equally well served by collecting
DNA samples post-conviction,” however, the court was persuaded by the government’s
argument that there is a strong interest in identifying arrestees. Id. Quoting from United
Statesv. Sczubelek, 402 F.3d 175, 185 (3rd Cir. 2005), the Mitchell court reiterated that a
criminal may take “unusual geps to conceal not only his conduct, but also his identity” by
using disguises, changing names, or changing physical features. 652 F.3d at 414. Such
attempts by criminalsto obfuscatetheir identitiesamplifythe government sneed touse DNA
to identify accurately pre-trial detaineesor arrestees, concluded the court. 1d. The majority,
however, made no mention of evidence that Mitchell had attempted to conceal hisidentity
or that the government had any difficulties determining Mitchell’ sidentity without resorting
to aDNA profile.

The Mitchell majority, quoting from Haskell v. Brown, 677 F. Supp. 2d 1187, 1199
(N.D. Cal. 2009), perceived two components to identity: “who that person is (the person’s
name, date of birth, etc.) and what that person has done (whether the individual has a
criminal record, whether he is the same person who committed an as-yet unsolved crime
acrosstown, etc.).” Id. The court placed grea weight on the second component, noting that

a person’s criminal record has important ramifications for pre-trial release considerations.
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Id. The court conceded, however, that “in comparison to the probationer cases, the interests
insupervision and prevention of recidivism are much diminished, if not absent, in the context
of arrestees and pretrial detainees.” Mitchell, 652 F.3d at 415 n.25 (quoting United States
v. Scott, 450 F.3d 863, 874 (9th Cir. 2006) (“ That an individud is charged with a crime
cannot, as a constitutional matter give rise to any inference that he is more likely than any
other citizen to commit a crime if he is released from custody.”)). Concluding that the
government’s interest in identifying arrestees was sufficient to render the DNA Act
constitutional, as applied to Mitchell, the court resolved that Mitchell’s facial challenge to
the statute failed. Mitchell, 652 F.3d at 415-16.

A strongly worded dissent criticized the Mitchell majority’ sconclusions, asserting that
it gave “short shrift” to an arrestee’s privacy interest by reducing it only to an interest in
identity. 652 F.3d at 416 (Rendell, J., dissenting). Judge Rendell maintained that statutory
limitations on the use of D NA profiles, “though not wholly irrelevant, are not panaceas, . .
. and cannot offset the severe invasion of privacy that takes place when an arrestee s DNA
isseized and searched.” Id. The dissent described the privacy interest of arrestees, “while
diminished in certain, very circumscribed situaions, are not so weak as to permit the
Government to intrude into their bodies and extract the highly senstiveinformation coded
in their genes.” Mitchell, 652 F.3d at 421 (Rendell, J., dissenting). Objecting to the
majority’s characterization of the government interest as simply “identification,” Judge

Rendd| countered that the purpose of collecting arrestee and pre-trial detainee DNA
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is not to “identify” the arrestee in the sense of allowing law

enforcement to confirm that the correct person has been arrested

or keeping records of who has been in federal custody, but to

use those profiles and the information they provide as evidence

intheprosecution and to solve additional past and future crimes.
Mitchell, 652 F.3d at 422-23 (Rendell, J., dissenting). Quoting the dissenting opinion in
Kincade, Judge Rendell argued that “[t]hecollection of aD NA sample. . . doesnot ‘identify’
an [arrestee or pre-trial detainee] any morethan asearch of hishome does—it merely collects
more and more information about that [arresee or pre-trial detainee] that can be used to
investigate unsolved past or futurecrimes.” Mitchell, 652 F.3d at 423 (Rendell, J., dissenting)
(quoting Kincade, 379 F.3d at 857 n.16 (Reinhardt, J., disseenting)). Relying on the presence
of the expungement provision in the statute, the dissent bolstered its argument against a
simplistic “identification” purpose being the sole government interest, stating that

[i]f the Government’ s real interest were in maintaining records

of arrestees’ identifies there would be noneed to expungethose

records upon an acquittal or failure to file charges against the

arrestee. Indeed, thisstatutory provision serves as an admission

that the fact of conviction, not of mere arrest, justifies afinding

that an individual hasadiminished expectation of privacyin his

DNA.
Mitchell, 652 F.3d at 423 (Rendell, J., dissenting). Attacking further the purported
“identificationonly” usage of the DNA sampl e offered-up by thegovernment, Judge Rendell
likenedtheprocessto “the Government i z[ing] personal medical information about you but

... only ug[ing] the subset of that information that serves to identify you.” Mitchell, 652

F.3d at 424 (Rendell, J., dissenting).
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The dissent dissected also the analogy between fingerprints and DNA, quoting from
Sczubelek, 402 F.3d at 197-98, which opined that collecting DNA “requires production of
evidence below the body surface which is not subject to public view,” as opposed to
fingerprints which are accessible readily on the surface of the skin. Mitchell, 652 F.3d at
424-25 (Rendell, J., dissenting) (internal citation omitted). Judge Rendell rejected the
reasoning of the majority in Pool, that probable cause for a particular crime is a*“watershed
event,” observing that Pool “never explains why afinding of probable cause in connection
with a particular crime justifies the collection of DNA profiles for use in connection with
other crimesfor which, by definition, there has been no finding of probable cause or,indeed,
any suspicion at dl.” Mitchell, 652 F.3d at 427 (Rendell, J., dissenting). Finally, the dissent
attackedthefoundation of the majority’ s Fourth Amendment analysis by noting that thereare
clearly defined exceptions to the general prohibition on warrantless searches, including
reasonable suspicion of imminent danger and prison and jail searches. Mitchell, 652 F.3d
at 428 (Rendell, J., dissenting) (citing Terry v. Ohio, 392 U.S. 1, 27, 88 S. Ct. 1868, 1883,
20 L. Ed. 2d 889, 909 (1968); Florence v. Burlington Cnty., 621 F.3d 296, 307 (3d Cir.
2010)); see generally Kinkade, 379 F.3d at 822-24). Concluding that none of those
exceptions were applicable and that the majority opinion should not have accepted non-
specific, broad government goal s of fighting crime to justify a Fourth Amendment violation
under an analysis that seemed more like a First Amendment “rational basis” review, the

dissent advocated the more stringent approach required for Fourth Amendment analyses.
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Mitchell, 652 F.3d at 428 (Rendell, J., dissenting).

The final major case considered by the Buza court was Haskell, 677 F. Supp. 2d at
1187, which denied a preliminary injunction to enjoin collection of aDNA sample pursuant
to the California DNA Collection Act. Buza, 129 Cal. Rptr. 3d at 753. Plaintiffsin Haskell
mounted afacial challengeto the California Act under the Fourth Amendment. 677 F. Supp.
2d at 1192. The Haskell court, tracking the reasoning generally of Kincade and Kriesel,
concluded that, although arresteeshave a greater privacy interest than prisoners, that interest
is less than that of a member of the general population; therefore, arrestees are subject to a
broad range of restrictions. Haskell, 677 F. Supp. 2d at 1196. The court adopted the
fingerprint/DNA anal ogy accepted by other courts and concluded that an arrestee’ sprivacy
interest “is not weighty.” Haskell, 677 F. Supp. 2d at 1198. Following the reasoning of
Mitchell, the Haskell court concluded that identification has two components and that the
government has alegitimate interest in not only the name and date of birth of an arrestee, but
also his or her criminal history (even criminal acts as yet undiscovered). Haskell, 677 F.
Supp. 2d at 1199. The court was concerned that “[a]n individud might wear gloves at some
point, thwartingfingerprintidentification, or wear a mask, thwarting theuseof photographs,”
and, therefore, DNA samplingwas amore accurate and necessary form of identification. 1d.

In its sifting of the relevant cases, the Buza court rejected the DNA /fingerprint
analogy relied upon in Mitchell, Pool, and Haskell . Buza, 129 Cal. Rptr.3d at 768. Similar

to the dissent in Mitchell, Buza focused on whether the use of the DNA profile could
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overcomethe“full extent of the search that has taken place.” Buza, 129 Cal. Rptr. 3d at 768
(citing Mitchell, 652 F.3d at 416 (Rendell, J., dissenting)). The search referred to was the
extraction of the entire human genome, which is necessary to develop the DNA profile
uploaded to CODIS. Buza, 129 Cal. Rptr. 3d at 769. The court, although acknowledging
that the so-called “junk DNA” is not thought currently to code for genetic information,
predicted advances in scientific technology which, along with the perpetual preservation of
the DNA sample (not just the DN A profile), creates privacy concerns. ld. Noting that
requiring fingerprinting after arrest has never undergone Fourth Amendment scrutiny, the
Buza court rejected the notion that simply because fingerprinting is commonplace tha DNA
should take its place readily as a routine booking procedure, without additional scrutiny.®
Id.

As to the governmental interest in “identification” touted by the Haskell court, the
court in Buza countered that the purpose of DNA sampling was investigation actually. 129
Cal. Rptr. 3d at 770-71. Fingerprintstaken for identification “verify that the person who is
fingerprinted is really who he says heis,” while those taken for investigatory purposes are
taken “to connect [the person fingerprinted] to a crime with which he was not already

connected.” Buza, 129 Cal. Rptr. 3d at 770 (quoting United States v. Garcia-Beltran, 389

> The court noted with some concern the relatively facile interpretive evolution of
the DNA Act occurring between Kincade (certain convicted felony offenders), Kriesel
(al convicted felony offenders), Pool (individuals charged with felony offenses), and
then Haskell (arrestees who have not had a judicial determination of probable cause).
People v. Buza, 129 Cal. Rptr. 3d 753, 770 (Cal. Ct. App. 2011).

-37-



F.3d 864, 864 (9th Cir. 2004)). Fingerprints obtained for identification are admissible in
court, while those obtained for investi gatory purposes must be suppressed if their purpose
wasto “connect [thearrestee] toalleged criminal activity.” 1d. (quoting Garcia-Beltran, 389
F.3d at 865; citing Hayesv. Florida, 470 U.S. 811, 105 S. Ct. 163, 84 L. Ed. 2d 705 (1985);
Davisv. Mississippi, 394 U.S. 721,89 S. Ct. 1394, 22 L. Ed. 2d 676 (1969)). Addressing the
far-reaching, two-component definition of “identification” advanced in Haskell, the Buza
court reasoned that the very nature of the second component (the criminal history of, or as-
yet-unsolved crimescommitted by, that person) impliesan “investigatory” purpose. 129 Cal.
Rptr. 3d at 753. Therealities of the DNA processing sysem mean that identification does
not happen immediately (noting an average processing time of 31 days) and the DNA
database does not contain identification information. Buza, 129 Cal. Rptr. 3d at 772-73.
Collection and processing of DNA samplesin California requires that fingerprints be used
alongsidethe DNA sample to “identify the subject” specifically, lending further support to
the conclusion that the purpose of the collection is not identification. Buza, 129 Cal. Rptr.
3d at 773 (quoting FAQs: Collection Mechanics, question 1.1,
http://ag.ca.gov/bfs/content/fagphp#mechanics (last visted 4 Aug. 2011)). The identity-
obscuringinitiatives of concerninHaskell and the comment in Kincade that there is no way
to avoid leaving DNA at the scene of the crime were deemed by the Buza court as weighing
heavily in favor of concluding that DN A sampling is actually for investigatory purposes, as

these relate directly to crime sceneinvestigation. Buza, 129 Cal. Rptr. 3d at 773-74 (noting
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that an “ arrestee cannot mask hisor her identity by wearing gloveswhile being fingerprinted”
or by wearing a mask while being photographed during routine booking procedures). The
court concluded, from the text of the CaliforniaDNA Collection Act, that the purpose of the
Act was “unquestionably consonant” with the second component of identification, whichis
an investigatory process essentially. Buza, 129 Cal. Rptr. 3d at 774. The California Act
“involves a programmatic warrantless search of dl arrestees’ DNA, without individualized
suspicionsand prior to anyjudicial determination of probable cause, muchlessguilt.” Buza,
129 Cal. Rptr. 3d at 780. Because the purpose is “to determinewhether the arresee can be
connected to a past unsolved crime and to create a databank through which he or she may
now or in the future be connected to anew offense,” the CaliforniaDNA Collection A ct did
not meet any of the special needs exceptionsand a generalizedinterestin crimefighting did
not outweigh the privacy interests of mere arrestees. |d.

The Court of Appeals of Minnesota weighed-in on the topic, in a certified question
context, finding facially unconstitutional a Minnesota statute that required charged
defendantsto provide aDNA sample, after ajudicial finding of probable cause, but prior to
a conviction. In re Welfare of C.T.L., 722 N.W.2d 484, 486 (Minn. Ct. App. 2006). In
C.T.L.,ajuvenilewascharged withfifth-degree assault and aiding and abetting afirst-degree

aggravated robbery. 1d. The State of Minnesota ordered the juvenile to provide abiol ogical
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specimen for DNA analysis pursuant to Minn. Stat. § 299C105 (Supp. 2005).?° I1d. The
juvenile moved for an order certifying the question of the statute’ s faci al constitutionality.?”
Id. The court began its analysis with the premise that outside of “a few specifically
established and well-delineated exceptions,” searches conducted “outside the judicial
process, without prior approv al by ajudge or magistrate[,] are per se unreasonable.” C.T.L.,
722 N.W. 2d at 488 (quoting Coolidge v. New Hampshire, 403 U.S. 443, 454-45, 91 S. Ct.
2022, 2032, 29 L. Ed. 2d 564, 576 (1971)). Drawing on the holding of Schmerber,?® the

Minnesota court concluded that “establishing probable cause to arrest a person is not, by

% The Minnesota DNA statute provides for destruction of the DNA sample if the
person is found not guilty or the charges against a person are later dismissed. Inre
Welfare of C.T.L., 722 N.W.2d 484, 488 (M inn. Ct. App. 2006).

" The certified question was

Do the portions of Minn. Stat. § 299C.105, subd. 1(a)(1)
and (3) (Supp. 2005), that direct law-enforcement personnel to
take abiological specimen from aperson who has been charged
with an offense, but not convicted, violate the Fourth
Amendment to the United States Constitution and Article I,
Section 10, of the Minnesota Constitution?

C.T.L., 722 N.W. 2d at 486-87.

8 Schmerber involved a defendant who was arrested for drunk driving based on
the probable cause of the smell of alcohol and his blood-shot, w atery, and glassy eyes.
Schmerber v. United States, 384 U.S. 757, 769, 86 S. Ct. 1826, 1835, 16 L. Ed. 2d 908,
919 (1966). The Supreme Court upheld the drawing of blood from Schmerber on the
narrow special circumstances that waiting for a search warrant would have allowed the
alcohol in hissystem to disappear, thus, an exigent circumstance was pivotal to the
Court’ sreasoning. Schmerber, 384 U.S. at 770, 86 S. Ct. at 1835, 16 L. Ed. 2d at 919.
Outside of this “emergency” situation, awarrantto invade the body should be obtained
“by a neutral and detached magistrate.” Id.
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itself, sufficient to permit a biological specimen to be taken from the person without first
obtaining a search warrant.” C.T.L., 722 N.W.2d at 490 (noting the holding in Schmerber,
384 U.S. at 769-70, 86 S. Ct. at 1835, 16 L. Ed. 2d at 919, that “[t]he interests in human
dignity and privacy whichthe Fourth Amendment protects forbid any such intrusions on the
mere chance that desired evidence might be obtained”).

The StateinC.T.L.advanced aPool “watershed event” argument asregardstheinitial
finding of probable cause, to which the Minnesota court responded that the “argument fails
to recognize . . . that probable cause to support a criminal charge is not the same thing as
probable cause to issue a search warrant.” 722 N.W.2d at 490. The court explained that
“probable cause [for charging purposes] . . . exists when the evidence worthy of
consideration brings the charge against the prisoner within reasonable probability.” I1d.
(internal citations omitted). On the other hand, probable cause to support a search warrant
isfound when thereis “afair probability that contraband evidence of a crime will be found
in a particular place.” Id. (internal citation omitted). Conflation of the two standards of
probable cause, the C.T.L. court concluded, dispenses with the Fourth Amendment
requirement that, in order to conduct a search, “law-enforcement personnel must obtain a
warrant based on a neutral and detached magistrate’s determination that there is a fair
probability that the search will produce contraband or evidence of acrime.” 722 N.W.2d at
491. Relying on the expungement provision in the Minnesota statute (which allowed those

found not guilty ultimately or had charges dropped to have their DNA samples destroyed),
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the court reasoned that those persons found not guilty had an expectation of privacy greater
than the State’ sneed for DNA and, theref ore, this interest should be applied reasonably to
all personscharged, but not convictedyet. C.T.L., 722 N.W.2d at 491-92. Finally,theC.T.L.
court concluded that the privacy interest of aperson who is charged, but not convicted, is not
outweighed by the state’s interest in collecting DNA samples. 722 N.W.2d at 492.
InUnited Statesv. Purdy, No. 8:05CR204,2005U.S. Dist. LEX1S40433,*1(D. Neb.
2005), afederal district court, againg the recommendation of its magistrate judge, granted
a defendant’ s motion to suppress DNA evidence collected under the Nebraska Identifying
Personal Characteristics Act (“Nebraska Act”), which allowed law enforcement, without a
court order, to collect DNA samples from arrestees.”® Purdy was arrested on an outstanding
warrant and, at arrest, found to possess afirearm. Purdy, 2005 U.S. Dist. LEXIS 40433, at
*3. After hisarred, correctional officerscollected forcefully DNA samples, causing physical
injuriesto Purdy that required medical treatment. Id. Conceding that the Fourth Amendment
does not protect a “characteristic that a person knowingly exposes to the public,” like
fingerprints or visual likeness, the court distinguished DNA as not exposed to the public and

able toreveal medical facts for which individuals have areasonable expectation of privacy.

# The Nebraska A ct allowed collection of “physical evidence from individuals to
aid them in identifying the perpetrators of criminal offenses,” including “fingerprints,
palm prints, footprints, measurements, handwriting exemplars, lineups, hand printing,
voice samples, blood samples, urine samples, saliva samples, hair samples, comparative
personal appearance, and photographs.” United States v. Purdy, No. 8:05CR204, 2005
U.S. Dist. LEX 1S 40433, *3-4 (D . Neb. 2005).
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Purdy, 2005 U.S. Dist. LEX1S40433, at*11. Beginning with theKatz premisethat a search
without awarrant isper se unreasonable, the court concluded that none of the “ special needs’
exceptions were applicable and used the totality of the circumstances balancing test to
evaluate Purdy’schallenge. Purdy, 2005 U.S. Dist. LEX1S 40433, at *13-15. The Nebraska
Act did not provide a constitutional basis for the search of Purdy because the statute would
allow warrantless DNA sampling of anyone arrested, “without the showing of any nexus
between the aleged crime and the information tha a DNA test would reveal.” Purdy, 2005
U.S. Dist. LEXIS 40433, at *21-22. Comparing the expectation of privacy and the
government interest in convicts, parolees, and probationers to that of arrestees, the court
resolved that an arrestee’s expectation of privacy outweighs the government desire for
warrantless searches. Purdy, 2005 U.S. Dist. LEXIS 40433, at * 20-21. Because probable
cause for arrest is not the same as required for a search, “[a] person arrested, but not
convicted, for acertain crime cannot beforced to provide DNA “identification” evidence
without a showing that such evidence would identify him as the perpetrator of the crime.”
Purdy, 2005 U.S. Dist. LEXIS 40433, at *22. The court noted also that its holding did not
prevent all arresteesfrom being subjectedto DNA sampling; rather,law enforcement officers
would need to obtain asearch warrant from a “neutral and detached judicial officer.” Purdy,
2005 U .S. Dist. L EXIS 40433, at *23.

A fractured, three-judge panel of the Arizonaintermediate appellate court upheld an

Arizona statute alowing ajudge to condition pre-trial release upon collection of a DNA
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sample. Mario W. v. Kaipio, 265 P.3d 389 (Ariz. Ct. App. 2011). Five juveniles were
charged® and an “advisory” court concluded there was probable cause for bringing the
charges. Mario W., 256 P.3d at 392. Pre-trial release was conditioned on the giving of DNA
samples. Mario W., 256 P.3d at 395. The juveniles contended that the Arizona statute
violated the United States and Arizona constitutional protections against unreasonable
searchesand seizures and their rightsto privacy. ld. Using the totality of the circumstances
test, the Court of Appeals of Arizona, Division One, weighed the following factors in
balancing the juveniles’ privacy rights against the government interest:

whether there was a judicial finding of probable cause that the

juvenile committed the charged offense, the level of intrusionin

relationto the other pre-adjudicative procedures, the degree and

nature of physical intrusion required by the test, statutes

restricting the use of test results, and any evidence in the record

regarding improper uses of the results.
Mario W., 265 P.3d at 396. Agreeing with the conclusion in Pool, that afinding of probable
cause is a “watershed event” the court determined that the five juveniles were
distinguishable from the general public in such a way that permitted an exception to the
Fourth Amendment’s prohibition against warrantless searches. 1d. Other statutory

restrictions placed on pre-trial detainees, including GPS tracking, supported the court’s

conclusion that the juveniles had a reduced expectation of privacy. MarioW., 265 P.3d at

% Two additional juveniles were arrested, but there was no judicial finding of
probable cause asto them. Mario W. v. Kaipio, 265 P.3d 389, 392 (Ariz. Ct. App. 2011).
Therefore, the court concluded the pre-trial condition of DNA collection was
unconstitutional as applied to the facts of their cases. Id.
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397 (citing Ariz. R. P. Juv. Ct. 23(E)). The government interest served was an “enhanced
interest in crime prevention and deterrence,” based on the post-arrest finding of probable
cause. MarioW., 265 P.3d at 397. The court noted also that thelevel of physcal intrusion
of abuccal swab was minimal. Id. The government had a strong interest in determining
accurately the juvenile’s past crimina history in order to set the proper pre-trial release
conditions. Id. Moreover, taking an arrestee’s D NA sample aids the government in solving
crimes and ex pands the DN A database. MarioW., 265 P.3d at 398. The court relied also
upon the purpose of identification, agreeing with Mitchell that arrestees do not have a
legitimate expectation of privacy in their identity. MarioW., 265 P.3d at 399. A concurring
judgewrote separatel yto advance thefingerprint-to-DNA anal ogy asthe basisfor upholding
the statute. MarioW., 265 P.3d at 401 (Orozco, J., concurring).

Thethird judge, in adissenting opinion, rejected the analogy of DN A-to-fingerprints
and, focusing on the arrestees’ presumption of innocence, concluded that the State failed to
meet its burden to provide justification for arogating the juveniles expectation of privacy.
Mario W., 265 P.3d at 404 (Norris, J., dissenting). The dissent criticized the majority for
misapplying the totality of the circumstances test when it concluded that the juveniles had
“littleif any expectation of privacy in their DNA becausethey have been arrested and a court
has found probable cause to hold them for trial.” Mario W., 265 P.3d at 405 (Norris, J.,
dissenting). Rather, argued the dissent, under Supreme Court jurisprudence, the conviction

iswhat alters meaningfully the expectation of privacy, not themerecharging. MarioW., 265
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P.3d at 405 (Norris, J., dissenting) (citing Knights, 534 U.S. at 118, 122 S. Ct. at 591, 151
L. Ed. 2d at 504) (emphasis added). Ciriticizing also the majority’s likening of DNA
samplingto other pre-trial rel ease conditions, Judge Norris maintained, asthe betterreasoned
approach, that DNA sampling under prevailing collection techniques is distinguishable
becauseitisaphysical intrusion into the body and the juveniles’ privacy was further invaded
when the DNA sample is analyzed and the profile extracted. Mario W., 265 P.3d at 406
(Norris, J., dissenting).

Rejecting the fingerprint/DN A analogy, Judge Norris noted that a “fingerprintis an
impressionleft by the depositing of oil upon contact between a surface and thefission ridges
of the fingers,” while DNA “stores massive amounts of personal, private data about an
individual.” MarioW., 265 P.3d at 407 (Norris, J., dissenting) (quoting Mitchell, 365 F.3d
at 221; Kincade, 379 F.2d at 842 n.3 (Gould, J. concurring)) (internal quotations omitted).
The dissent took pains also to protest subsuming DNA sampling into “routine booking
practices,” countering that fingerprinting became routine prior to the evolution of modern
“reasonable expectationof privacy” jurisprudence and “[t] hat today we accept fingerprinting
asaroutine practice without Fourth Amendment implicationsdoes not mean we must accept
DNA sampling asbeingthe same.” MarioW., 265 P.3d at 407-08 (Norris, J., dissenting).

Finally, JudgeNorriscriticized the majority’ scharacterization of the statute’ spurpose
as identification only, pointing out that, if that were the case, expungement upon the

dismissal of charges would not be necessary. Mario W., 265 P.3d at 408 (Norris, J.,
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dissenting). Notingthat the State failed to produce any evidencethat there wasany dif ficulty
in obtaining accurate identification of any of the juveniles, which might require another
method of identification, the dissent argued that “DNA itself provides no identifying
information; aDNA sampleisonly useful when it can be compared to a prior DNA sample
obtained from the same person . . . [i]f the arrestee’s DNA isnot in a DNA database, there
can be no comparison and thus no verification of identity.” 1d. The dissent closed with its
concern that the majority opinion will “contribute to the downward ratchet of privacy
expectations,” andthat “[a] highly expansive opinion [authorizing awarrantlesssearch], one
that draws no hard lines and revels in the boon that new technology will provide to law
enforcement, is an engraved invitation to future expansion.” Mario W., 265 P.3d at 409
(Norris, J., dissenting) (quoting Scott, 450 F.3d at 867; Kincade, 379 F.3d at 873 (K ozinski,
C.J.,, dissenting)).

W e conclude our survey of relevant opinions with Anderson v. Commonwealth, 650
S.E.2d 702, 703 (Va. 2007). The Supreme Court of Virginia upheld, against an as-applied
Fourth Amendment challenge, a Virginia statute that authorized DNA collection from
individuals upon arrest. Anderson, 650 S.E.2d at 703. In 2003, Anderson was arrested for
rape and sodomy and his DNA sample was collected pursuant to Va. Code Ann. § 19.2-
310.2:1 (2007). Anderson, 650 S.E.2d at 704. A nderson’s DNA profilewasuploaded to the
DNA databank, resulting in a match to a forensic sample collected from an unsolved 1991

rape. |d. Based on the database “ hit,” detectives obtained a search warrant for an additional
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DNA buccal swab, the analysis of which provided the primary evidence at A nderson’s trial
for the 1991 rape aswell as the 2003 crimes. Id. Hismotion to suppress the DNA evidence
was denied. Id. He was convicted of rape, robbery, and sodomy, and sentenced to two life
terms, plusten years. Id.

The Virginia Supreme Court concluded that, although a DNA sample is more
revealing, it “isno different in character than acquiring fingerprintsupon arrest.” Anderson,
650 S.E.2d at 705. Adopting the fingerprint-to-DNA analogy advanced in Nicholas,
Sczubelek, and this Court’s decision in Raines, the Virginia court concluded that DNA
collection is acceptable as part of the routine booking process as a way of obtaining an
arrestee’s identification. Anderson, 650 S.E.2d at 705-06. In doing so, the court rejected
Anderson’ s reliance on City of Indianapolisv. Edmond, 531 U.S. 32,47, 121 S. Ct. 447, 457,
148 L. Ed. 2d 333, 347 (2000), standing for the proposition that general crime control
purposescan “only be judified by somequantum of individualized suspicion,” and Ferguson
v. City of Charleston, 532 U.S. 67, 121 S. Ct. 1281, 149 L. Ed. 2d 205 (2001), stating that
general law enforcement searches are not exempt from the requirements of probable cause.
Anderson, 650 S.E.2d at 706. The Virginia court relied upon the reasoning in Jones v.
Murray, 962 F.2d 302, 306 (4th Cir. 1992), whichconsidered onlyapplication of theVirginia
DNA collection statute to convicted felons, but extended the rationale to routine booking
procedures, and as such, “no additional finding of individualized suspicion, much less

probable cause, must be established before the sample may be obtained.” Anderson, 650
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S.E.2d at 706.
D. The Present Case

We condgder first whether King's congitutional challenge to the Maryland DNA
CollectionAct isas-applied, facially, or both. Itisgenerally preferablefor acourt to analyze
whether astatute isconstitutional under the more narrow as-applied standard first,asamatter
of judicial eficiency rather than analyzing the broader facial challenge first. Bd. of Trs. v.
Fox, 492 U.S. 469, 484-85, 109 S. Ct. 3028, 3037, 106 L. Ed. 2d 388, 484 (1989) (noting that
“for reasons relating to both the proper functioning of courts and to their efficiency, the
lawfulness of the particular application of the law should ordinarily be decided first”).® It
isclear in the present case that King mounts both facial and as-applied Fourth Amendment
challenges.

Under Maryland common law, there is a strong presumption that statutes are
constitutional. Koshko v. Haining, 398 Md. 404, 426, 921 A.2d 171, 183 (2007) (citing,
among other cases, Ayres v. Townsend, 324 Md. 666, 675, 598 A.2d 470, 475 (1991)). To
succeed in an as-applied constitutional challenge, King must show that “under [these]
particular circumstances [he was] deprived . . . of aconstitutional right.” Mitchell, 652 F.3d

at 406 (quoting Marcavage, 609 F.3d at 273).

8 Analyzing the as-applied challenge first is, apparently, not a hard and fast rule.
See Marcavage, supra, which analyzed the facial chdlenge firg because of the
“significantly heavier’ burden required for facial challenges and anticipaing a speedy
resolution of this prong of the constitutional challenge. 609 F.3d at 273.

-49-



Toevaluate King' sas-applied challenge, we analyze thetotality of the circumstances,
using the Knights balancing test that weighs King’s expectation of privacy on one hand and
thestate’ sinterestsontheother, keeping in mindthat the“touchstone” of Fourth Amendment
analysisisreasonableness. Our analysisisinfluenced al so by the preceptthat the government
must overcome a presumption that warrantless, suspicionless searches are per se
unreasonable. Asother courts have concluded, welook at any DNA collection effort astwo
discrete and separate searches. The first search is the actual swab of the inside of King's
mouth and the second is the analysis of the DNA sample thus obtained, a step required to
produce the DNA profile. Although some courtsfollow Mitchell in assessing the buccal
swab technique as a quick and painless intrusion, we shall not ignore altogether the gravity
of awarrantless search and collection of biological material from amere arrestee. The State
bears the burden of overcoming the arrestee’s presumption of innocence and his expectation
to be free from biological searches before he is convicted of aqualifying crime.  Aswe
held in Raines, once a person has been adjudicated lawfully to be a felon, his or her
expectation of privacy is“severely reduced” and the State’ sinterest prevailsin monitoring,
identifying, reintegrating, and preventing recidivism by the felon. Here, however, the
expectation of privacy of an arrestee renders the government’s purported interestsin DNA
collection reduced greatly. |If application of the balancing test results in a dose call when
considering convicted felons, as our deeply divided decision in Raines suggests, then the

balance must tip surely in favor of our closely-held belief in the presumption of innocence
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here. King's expectation of privacy is greater than that of a convicted felon, parolee, or
probationer, and the State’sinterests are mor e attenuated reciprocally.
i. King's Expectation of Privacy

King must have a personal, subjective expectation of privacy in order for Fourth
Amendment protectionsto apply. See Katz, 389 U.S. at 361, 88 S. Ct. a 516, L. Ed. 2d at
588. As Judge Wilner’s concurring opinion in Raines noted, DNA samples contain a
“massive amount of deeply personal information.” 383 Md. at 50, 857 A.3d at 48. The
State advances the syllogism that “all that was obtained through [the] search [of King] was
his identity — in the form of 13 pairs of numbers”; there is no right to anonymity; and, thus,
the evidence presented at trial is not suppressible. This argument ignores plainly the
implications of the search that took place.

That the Maryland DNA Collection Act restricts the use of the biological material
obtai ned does not change the nature of the search. AsJudgeRendell noted in her dissenting
opinion in Mitchell, upholding the statute simply because of restrictions on use of the
material obtained would be analogous to allowing the government to seize private medical
records without awarrant, but restrict their use only to the portion of the records that serve
to identify the patient. This analogy addresses the State’ s stance of denying the importance
or relevance of the initial physical intrusion and the later processing of King's genetic
materials. King, as an arrestee, had an expectation of privacy to be free from warrantless

searches of his biological material and all of the information contained within that material.
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We do not embrace wholly the analogy between fingerprints and DNA samples
advanced in Judge Raker’ s concurring opinion in Raines and by the Statein the present case.
Asaptly noted, fingerprintsare aphysical set of ridges on the skin of aperson’sfingersthat,
when exposed to ink (or other medium) and the resultant imprint placed on paper or
electronic records, can determine usually and accurately a person’ sidentity by matching the
physical characteristics to aknown set of fingerprints. DNA, on the other hand, is contained
within our cells and is collected by swabbing the interior of a cheek (or blood draw or
otherwise obtained biological material). While the physical intrusion of a buccal swab is
deemed minimal, it remains distinct from a fingerprint. We must consider that “[t]he
importance of informed, detached and deliberate determinations of the issue whether or not
toinvade another’ sbody in search of evidence of guilt isindisputable and great.” Schmer ber,
384 U.S. at 770,86 S. Ct. at 1835, 16 L. Ed. 2d at 919.

The information derived from afingerprintisrelated only to physical characterigics
and can be used to identify a person, but nomore. A DNA sample, obtained through abuccd
swab, contains within it unarguably much more than a person’s identity. Although the
Maryland DNA Collection Act restrictsthe DNA profileto identifying information only, we
can not turn a blind eye to the vast genetic treasure map that remains in the DNA sample
retained by the State. As Judge Wilner noted in his concurring opinion in Raines,

A person’s entire genetic makeup and history is forcibly seized
and maintained in a government file, subject only to the law’s

direction that it not be improperly used and the prospect of a
misdemeanor convictionif acustodianwillfully disclosesitin an
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unauthorized manner. No sanction is provided for if the

information is non-willfully disclosed in an unauthorized

manner, though the harm is essentially the same.
383 Md. at 50, 857 A.2d at 49. In Raines, the State’ sinterestregarding DNA collection from
convictedfelonsoverwhelmedtheseconsiderations. Wedonotrevisit or question that result.
Convicted felons are not atissue here. The greater expectation of privacy of an arrestee and
thelesser legitimate interest of the State bring concernsabout the privacy of genetic material
to adifferent dynamic in the application of the balancing test. Courtsthat haveuphed DNA
collection from arrestees have done so by relying on the fingerprint-to-DNA analogy and a
belief that DNA collection hasbecome just another routinebooking procedure. Whileit may
be elementary that arrestees undergo photographic and fingerprinting collection, neither of
these techniques has undergone definitive Fourth Amendment scrutiny. Even were the
fingerprint-to-DNA analogy |ess tenuous, as described supra, we should not be so quick to
heap additional exceptionsonto acongitutional principle, without aclearer, judicially-proven
foundation.

The State underestimates, in seeking to apply conclusively our holding in Raines to
the present case, the power of a conviction. Raines’'s conviction was critical to our analysis
there, that convicted felons have a“ severely reduced expectation of privacy”; the difference
regardingamere arresteeiscritical here. Although arresteesdo not have all the expectations

of privacy enjoyed by the general public, the presumption of innocence bestows on them

greater protectionsthan convicted felons, parolees, or probationers. A judicial determination
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of criminality, conducted properly,changesdrastically anindividual’ sreasonabl e expectation
of privacy. The expungement provisionsof the Act recognize theimportance of aconviction
in altering the scope and reasonabl eness of the expectation of privacy. If anindividual isnot
convicted of aqualifying crime or if the original chargesare dropped, the DNA sample and
DNA profile are dedroyed. The General Assembly recognized the full scope of the
information collected by DNA sampling and therights of personsnot convicted of qualifying
crimes to keep this information private. This right should not be abrogated by the mere
charging with a criminal offense: the arrestee’ s presumption of innocence remains.

The percentage of individuals charged with feloniesthat are convicted eventually is
persuasive. According to data collected by the FBI in 2004, between 16 and 71 percent of
individuals charged with a felony are convicted eventually (including guilty pleas),
depending on the crime.** Bureau of Justice Statistics, U.S. Dept. of Justi ce, Sour cebook of
Criminal Justice Statistics, tbl. 5.0002.2004 (Kathleen Maguire ed.), available at
http:/www.al bany.edu/sourcebook/pdf/t500022004.pdf (last visted 20 Apr. 2012). The
reasons for this disparity betw een arrests and convictions are not alw ays apparent, but they

illustrate the potential amount of DNA samples that would be collected and processed

% The rates of conviction per 100 arrests for various crimes were: 16 for motor
vehicle thefts, 25 for aggravated assault, 44 for burglary, 46 for robbery, 56 for rape, 68
for murder, and 71 for drug trafficking. Bureau of Justice Statistics, U.S. Dept. of
Justice, Sourcebook of Criminal Judice Statistics, thl. 5.0002.2004 (Kathleen Maguire
ed.), available at http:/Awww.al bany.edu/sourcebook/pdf/t500022004.pdf (last vidted 20
Apr. 2012).
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without afinding of guilt.

We agree with the Minnesota Court of Appealsin C.T.L. that “establishing probable
causeto arrest a person isnot, by itself, sufficient to permit a biological specimento betaken
from the person without first obtaining a search warrant.” 722 N.W.2d at 490. A finding of
probable cause for arrest on a crime of violence under the Maryland DNA Collection Act
cannot serve as the probable cause for a DN A search of an arrestee.

ii. Government Interest

This Court accepted the State’ sargument in Raines that the purpose of the Maryland
DNA Collection A ct isto identify individuals, rather than to collect evidence.*® While that
may be true in the context of maintaining a record of inmates, felons, parolees, or
probationers (as was the case regarding the scope of the Act at the time Raines was decided),
in the present case, identification is not what King's DNA sample was used for or needed,
and, in most circumstances, will likely not be the case with other arrestees. Solving cold
cases, in the State’s view, is an ancillary benefit of determining the proper identification of
anindividual, but for King it wastheonly State i nteres served by the collection of hisDNA.
The State here can not claim the same public safety interests present in cases addressing

convicted felons, parolees, or probationers. There is no interest in prison safety or

% We note in the present case, as we did in Raines, that the express purposes of
the statute are to analyze genetic material to assig in an official investigation of a crime,
to identify human remains, to identify missing individuds, or for research and
administrative purposes. Md. Code (2003, 2011 Repl. Vol.), Pub. Safety Art., § 2-505.
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administration present. Althoughwe haverecognized (and no onecanreasonably deny) that
solvingcold casesisalegitimate government interest, a warrantl ess, suspicionlesssearch can
not be upheld by a “generalized interest” in solving crimes.

Courts upholding statutes authorizing DNA collection from arrestees rely on an
expansive definition of “identification” to sweep-up “cold case” crime-solving as a
government purpose recognized and approved previously by courtsin other contexts. This
expanded definition of identity encompasses the traditional name, date of birth, address, and
physical characterigics, but also “what that person has done,” including his/her past known
criminal record and as-yet-unsolved crimes. SeeHaskell, 677 F. Supp. 2d at 1199. Although
the State does not advance directly this argument here, it is implicated by the State’ sheavy
reliance on forms of “identification” (or evidence, as the case may be) that may have been
collected from previouscrimes and compared to the “identification” of an arrestee. Suchan
argument stretches the bounds of reasonableness under our view of proper Fourth
Amendment analysis We decline to accept it in light of its impacts on an arrestee’s
expectationsof privacy in hisor her genetic material, unlessthat material isdeemed properly
abandoned.

The State argues that it has a legitimate purpose in identifying accurately arrestees.
Accepting thisargument arguendo, the State presented no evidence that it had any problems
whatsoever identifying accurately Kingthrough traditional booking routines. King had been

arrested previously, given earlier fingerprint samples, and been photographed. Thereisno
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claim that King presented false identification when arrested or had altered his fingerprints
or appearance in any way that might increase the State’s legitimate interest in requiring an
additional form of identification to be certain who it had arrested. The FBI’s fingerprint
database is a reliable method for law enforcement to identify (or confirm the identities of)
arrestees promptly and accurately. When an arrestee’s fingerprints are uploaded to the
database, the results (which include a photograph, fingerprints, and a criminal history) are
returnedwithin minutes. Thissystem containsnot onlycriminal records, but al o fingerprints
uploaded voluntarily by citizens. This database is essential to law enforcement during
routine booking of arrestees. On the other hand, the FBI’'s DNA database contains no
personal identifying information, no names, no birth dates, no social security numbers, and
no criminal histories. A “hit” may take monthsto return. The DNA sampleisnot andyzed
until after the first scheduled arraignment date. The profile must be uploaded and the
database searched. The laboratory must return the DNA profile. When a “hit” arises, alaw
enforcement officer is notified, who must request the additional information.

King was arrested on 10 April 2009. The “hit” wasreturned on 4 August 2009. At
this point, King had been identified accurately viaother methods. Thereisno evidence that
the DN A “hit” bolstered or clarified his already confirmed identity.

The State’s purported interests are made less reasonable by the fact that DNA
collection can wait until a person has been convicted, thus avoiding all of the threats to

privacy discussed inthis opinion. DNA profiles do not change over time (as far asscience
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“knows” at present), so there is no reasonable argument that unsolved past or futurecrimes
will go unresolved necessarily. Wesimply will notallow warrantless, suspicionless searches
of biological materialswithout a showing that accurate identification wasnot possible usng
“traditional” methods.

In cases where D NA isrequired for conviction, there will be likely substantial other
evidenceto provide probable cause for asearch warrant. Unfortunately, that does not seem
likely in the present case. AsregardsKing's 2009 assault charge that gaveriseto collection
of his initial compelled DNA sample, the State proceeded to nolle prosequi all of the
qualifying crimes. King was convicted only of second-degree assault, which is not a
qualifying crime under § 2-504.%*

As regards to King’s facial challenge to the Act, a party challenging facially the
constitutionality of a statute “must establish that no set of circumstances exist under which
the Act would be valid.” Koshko, 398 Md. at 426, 921 A.2d at 184 (quoting United States
v. Salerno, 481 U.S. 739, 745, 107 S. Ct. 2095, 2100, 95 L. Ed. 2d 697, 707 (1987)). In
Salerno, the Supreme Court set out, in dictum, the “no set of circumstances” test tha is used
broadly to decide facial constitutional challenges; however, the over-arching distinction

between facial and as-applied challenges, in the wake of Salerno, has been less than clear.

% Because of the combination of the State’ schoice to nol prosthese charges and
the compulsion, on remand of the present case, that King’ s motion to suppress be granted,
King can be tried on the qualifying charges and it is unlikely that anew DNA sample may
be obtained under the Act.
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See, e.g., Alex Kreit, Making Sense of Facial and As-Applied Challenges, 18 Wm. & Mary
Bill Rts. J. 657, 658 (2010). The Supreme Court, post-Salerno, has not applied consistently
the “no set of circumstances’ test to facial challenges. See City of Chicago v. Morales, 527
U.S. 41, 55, n.22,119 S. Ct. 1849, 1848, n.22, 144 L. Ed. 2d 67, 79,n.22 (1999) (“To the
extent we have consistently articulated a clear standard for facial challenges, it is not the
Salerno formulation, which has never been the decisive factor in any decision of this Court
..."); Chandler v. Miller, 520 U.S. 305, 318, 117 S. Ct. 1295, 1303, 137 L. Ed. 2d 513, 526
(1997) (sustaining a facial attack on a Georgia statute requiring drug tests for political
candidates, without mentioning the Salerno standard); Crawford v. Marion Cnty. Election
Bd., 553 U.S. 181, 202, 128 S. Ct. 1610, 1623, 170 L. Ed. 2d 574, 590-91 (2008) (concluding
that “afacial challenge must fail where the statute has a plainly legitimate sweep”) (quoting
Washington State Grange v. Washington State Republican Party, 552 U.S. 442, 449, 128 S.
Ct. 1184, 1190, 170 L. Ed 2d 151, 160 (2008) (internal quotations omitted)). Despite the
unclear application of Salerno among the federal courts, we apply the test here according to
Koshko. We conclude that King's facial challenge to the statute fails because there are
conceivable, albeit somewhat unlikely, scenarioswhere an arrestee may have altered his or
her fingerprints or facial features (making difficult or doubtful identification through
comparisonto earlier fingerprintsor photographson record) and the State may secure the use

of DNA samples, without awarrant under the Act, as ameansto identify an arrestee, but not
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for investigatory purposes, in any event.®

The State positsthat because K ing’sDN A swab obtained only evidence of hisidentity
the evidence is not suppressible. This argument runs counter to the Supreme Court’s
holdingsin Hayes, 470 U.S. at 817, 105 S. Ct. at 1647, 84 L. Ed. 2d at 711, and Davis, 394
U.S. at 727, 89 S. Ct. at 1398, 22 L. Ed. 2d at 681, which concluded that fingerprints
obtained illegally were suppressible under the Fourth Amendment. King's identity was not
the evidence that served as probable cause for his grand jury rape indictment. A driver’'s
license, fingerprint, photograph, or social security card, all accepted generally as forms of
identification, could not have stood in theplace of King’' sSDN A sampl ebef orethegrand jury.
What was presented to the grand jury was a match between biological evidence collected
from King’s 2009 buccal swab and the evidence collected during a sexual assault forensic
exam from the 2003 rape victim. This biologicd match isnot anal ogous to a person’s name
or address, which theCourt of Special Appealsheld not to be suppressiblein Gibson v. Sate,
138 Md. App. 399,414,771 A.2d 536, 545 (2001). Assuming arguendo that fingerprintsand
DNA present an apt analogy, they are both suppressible evidence when obtained illegally.

As we conclude that the Maryland DNA Collection Act, as applied to King as an
arrestee,wasunconstitutional,and King's10April 2009 D NA samplewasobtainedillegally,

we must conclude that the second DNA sample, obtained on 18 November 2009, pursuant

% The possible scenarios where law enforcement may require DN A samples to
identify an arrestee bring to mind the 1997 film Face/Off where a hypothetical face
transplant was used to change identities.
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to acourt order based on probable causegained solely from the*hit” from thefirst compelled
DNA sample, is suppressible also as a “fruit of the poisonous tree.” The “fruit of the
poisonoustree” doctrine excludes evidenceobtained in violation of the Fourth Amendment.
Wong Sun v. United States, 371 U.S. 471, 488, 83 S. Ct. 407,417, 9 L. Ed. 2d 441, 456
(1963); Myersv. State, 395 Md. 261, 291, 909 A.2d 1048, 1066 (2006). Under the “fruit of
the poisonoustree” doctrine, the defendant bears the burden of showing 1) primary illegality
and 2) “the cause and effect relationship between the primary illegality and the evidencein
issue, to wit, that the evidence was, indeed, the identifiablefruit of that particular tree.” Cox
v. State, 421 Md. 630, 651-52, 28 A.3d 687, 699 (2011) (citing Gibson, 138 Md. App. at 404,
771 A.2d at 539). Here, we have determined that the original DNA collection was illegal.
The cause-and-effectrel ationship between King’ soriginal buccal swab and the court-ordered
second buccal swab is not attenuated in any way. The first buccal swab provided the sole
probable cause for King's first-degree rape grand jury indictment. There was no other
evidence linking King to the 2003 unsolved rape. Were it not for the buccal swab obtained
illegally after King’ sassault arrest, there would be no second DNA samplewhich could have
been used as evidence in King' strial for the charges enumerated in footnote seven, supra.
The DNA evidence presented at trial was a fruit of the poisonous tree.

JUDGM ENT OF THE CIRCUIT

COURT FORWICOMICO COUNTY

REVERSED. CASE REMANDED

TO THAT COURT FOR FURTHER

PROCEEDINGS CONSISTENT
WITH THISOPINION. COSTSTO
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| dissent. The Court decidestodaythat the policeviolated King’s Fourth Amendment
right to be free from unreasonabl e searches, when the police, after arresting King based on
probable cause that he had committed aviolent crime, took aDNA sampleviaabuccal swab,
pursuant to the M aryland D NA Collection Act, M aryland Code (2003, 2011 Repl. Vol.), 8§
2-504(a)(3) of the Public Safety Article (Act). The majority arrives at this decision by
overinflating an arrestee’s interest in privacy and underestimating the State’ s interest in
collecting arrestee DNA, and in doing so, plays fast and loose with the well-recognized test
for determining the constitutionality of warrantless searches.

It isnot disputed—indeed there is no doubt—that the buccal swab wasa * search,” for
purposes of the Fourth Amendment.® See Skinner v. Ry. Labor Executives Ass n, 489 U.S.
602, 616 (1989). The question, then, iswhether this warrantless search complied with the
strictures of the Fourth Amendment, the touchsone for whichis “reasonableness.” United
Statesv. Knights, 534 U.S. 112, 118 (2001); accord Wilson v. State, 409 Md. 415, 427, 975
A.2d 877, 884 (2009). The ted for ascertaining the answer to the reasonablenessinquiry is
one adopted by the Supreme Court long ago, Terry v. Ohio, 392 U.S. 1, 20-21 (1968), and
followed by this Court ever since, see Anderson v. Sate, 282 Md. 701, 704-05, 387 A.2d
281, 283 (1978); Wilson, 409 Md. at 427, 975 A.2d at 884.

Under that test, whether a given warrantless search is reasonabl e requires balancing

the privacy interests of the individual searched against the |egitimate government interests

!It also isundisputed that law enforcement officials in the present case followed
every one of the statutory and regulatory mandates of the Act when testing King’sDNA
sample and making use of its results.



promoted by the search. Samson v. California, 547 U.S. 843, 848 (2006); accord Wilson,
409 Md. at 427,975 A.2d at 884. Thetest has been employedto uphold searches of persons
in situationsakinto the case at bar. See, e.g., Samson, 547 U.S. at 847 (holding that apolice
officer’s warrantless, suspicionless search of a parolee was reasonable under the Fourth
Amendment); State v. Raines 383 Md. 1, 41, 857 A.2d 19, 43 (2004) (holding that the
warrantless collection of DNA from “a certain group of convicted persons” was reasonable
because “the minimal physical intrusion on the inmate, a person with a diminished
expectation of privacy, is outweighed by the | egitimate governmental interestin identifying
persons involved with crimes, including vindicating those falsely convicted”); see also
Knights, 534 U.S. at 122 (holding that bal ancing of the competing interests at stake rendered
reasonable the warrantless search, supported by reasonable suspicion, of a probationer’'s
home).

Themajority recognizesthat the balancing testisthe appropriate test to determine the

reasonabl eness, and hencethe constitutionality, of the search at issuehere. Md. ,

A.3d ___ (slipop. at 10-11). Regrettably, both for the present case and all other future cases
like it, the majority’s application of the test to the circumstances here could not be more
wrong. Proper analysisof thecompeting privacy and governmental interests at stake exposes
the error.

Torepeat, “reasonableness” dependson abalance between the governmental interests

and theindividual’ sright to personal security freefrom arbitrary interference by law officers.



In assessing, first, the interests at stake for King, | bear in mind that consideration of the
privacy interest implicated by the buccal swab involves identifying both the nature of the
privacy interest enjoyed by King at the time of the swab and the character of the intrusion
itself. See Bell v. Wolfish, 441 U.S. 520, 559 (1979) (“In each case it requires a balancing
of the need for the particular search against the invasion of personal rights that the search
entails. Courts must consider the scope of the particular intrusion, the manner inwhichitis
conducted, the justification for initiating it, and the place in which it is conducted.”).

Themajority misstatesthe degree to which K ing’ sprivacy wasimpinged by hisarrest.
The majority juxtaposes King' s status as an arrestee with that of a convicted felon,
probationer, or parolee, and then declaresthat King’s privacy interest is “greater” than that
of persons in those categories because he enjoys a presumption of innocence. _ Md. at
_,__ A3dat___ (slipop.at50-51). Certanly, up to the moment of conviction, King
enjoyed the presumption of innocence in connection with the crimes charged. Y et King’s
status as a presumed-innocent man has little to do with the reduced expectation of privacy
attendant to his arrest, processing, and pre-trial incarceration (even if for but a short time).
For purposes of the Fourth Amendment analysis, King’'s privacy expectation at the time of
the cheek swab was far more like a convicted felon, probationer, and parolee than an
uncharged individual. To make the point, | need mention only some of the intrusions on
personal privacy that attend any arrest.

The lawful intrusions that could be, and likely were, visited upon King began at or



soon after the moment of arrest. Any arresteeislawfully subject to an immediate, head-to-
toe search of his person and any personal belongings in his possession at the time. See
United Statesv. Robinson, 414 U.S. 218, 235 (1973). At the station-house, the arrestee can
be subjected as a matter of protocol (and without the need for individualized suspicion) to
a warrantless strip-search, even if the arrest is for a minor offense. Florence v. Cnty. of
Burlington, 566 U.S. __ , 132 S. Ct. 1510, , 2012 U.S. LEX 1S 2712, *36, slip op. at 19
(Filed April 2,2012). Seealso Bell, 441 U.S. at 558 (approving body cavity searches of pre-
trial detainees). Evenif not strip-searched, the arrestee can be subject to observation, while
in various stages of undress, by police officials; and the arrestee, if placed in a cell with or
near other arrestees, can be subject to Smilar observation by them (or police officials) while
using thetoilet. See Johnsonv. Phelan, 69 F.3d 144, 145, 150 (7th Cir. 1995). In short, any
arrestee, including King, hasa grossly diminished privacy expectation.

The majority’s Fourth Amendment analysis also suffers from its midabeling the
character of the intrusion upon privacy and bodily integrity occasioned by the cheek swab,
and the degree to which the arrestee’s privacy interest is impinged as a result of the
information obtained thereby. DNA collection in Maryland is achieved by rubbing and
rotating a cotton swab on the inside of an individual’s cheeks. This procedure involves
placing a cotton instrument inside the mouth for a few seconds, and contacting the cheek
with enough pressure to remove a biological sample. The buccal swab technique hasbeen

described as “perhaps the least intrusive of all seizures,” Jules Epstein, “ Genetic



Surveillance” -- The Bogeyman Response to Familial DNA Investigations, 2009 U. IlI. J.L.
Tech & Pol’y 141, 152 (2009) (hereafter “Epstein”), and a “relatively noninvasive means
of obtaining DNA” that “ pose[s] lowered risk for both the subject and laboratory personnel,”
Amy H. Walker, et al., Collection of Genomic DNA by Buccal Swabs for Polymerase Chain
Reaction-Based Biomarker Assays 107 Envtl. Health Perspective 517, 520 (1999).

A buccal swab is less physically invasive than the drawing of blood, which the
Supreme Court addressed in Schmerber v. California, 384 U.S. 757, 771-72 (1966). The
Court held in that case that the warrantless drawing of ablood sample from an arresee, at
the direction of a police officer, did not violate the Fourth Amendment prohibition against
unreasonable searches. The Court described the drawing of blood as “commonplace” and
“involv[ing] virtually norisk, trauma, or pain.” Id. at 771. Since then, the Supreme Court
has characterized the intrusiveness of blood-drawing as “not . . . an unduly extensive
imposition on an individual’s personal privacy and bodily integrity,” Winston v. Lee, 470
U.S. 753, 762 (1985); and “not significant,” Skinner, 489 U.S. at 625. If the subcutaneous
removal of blood from a person’sveins presents only amarginal intrusion into that person’s
privacy interest, a fortiori the insertion of a cotton swab into a person’s mouth isless of an
intrusion and fairly characterized as de minimis. Unlike the process of drawing blood,
performing abuccal swab does not require skin to be pierced, or a hard, foreign object to be
situated inside of the body.

Inshort, | agree with the reasoning of the United States Court of Appealsfor the Ninth



Circuit in Haskell v. Harris, 669 F.3d 1049, 1059 (9th Cir. 2012). The court in Haskell
upheld aDNA collection statute that permits buccal swabs of all adults arreged for felonies
explaining that,

the physical extraction of DNA using a buccal swab collection technique is

little more than a minor inconvenience to felony arrestees, who have

diminished expectationsof privacy. Moreover, itissubstantiallylessintrusive,

both physically and emotionally, than many of the other types of approved

intrusions that are routinely visited upon arr estees.
accord United States v. Mitchell, 652 F.3d 387, 407 (3rd Cir. 2011) (noting, in a case
upholding the constitutionality of a federal statute that authorizes DNA collection from
arrestees, that “the intrusion occasioned by the act of collecting the DNA sampleis minimal
and does not weigh significantly in [the arrestee’s] favor™).

Theamount and character of theinformation obtained from analysis of thecheek cells
isalso pertinent to the privacy interest analysis. Heretoo, the majority’ sanalysismissesthe
mark. The Act authorizes the collection of biological material that contains an individual’s
entire genome. The majority seizes on this point, reasoning that “[a] DNA sample . . .
contains within unarguably much more than a person’s identity[,]” _ Md.at __ ,
A.3d a __ (slip op. at 52), and in that way is unlike a fingerprint, which only “can
determine. .. aperson’sidentity by matching the physica characteristics[of thefingerprint]
to a known set of fingerprints,” id. For this reason, notwithstanding that § 2-505(b) of the

Act only authorizes DNA analysisfor the purpose of identification, the magjority is unableto

“turn ablind eye to the vast genetic treasure map that remainsin the DNA sample retained



bytheState” = Mdat , A3da___ (slipop. at52).

| could not disagree more. | interpret the majority’s concerns as much like those
expressed by the plaintiffsinHaskell, supra, which the court described as* evok[ing] images
of an oppressive ‘Big Brother’ catal oging our most intimate traits” 669 F.3d at 1059. I, like
the Ninth Circuit, believe that “the reality is far less troubling.” See id. The Act
categorically prohibits the plundering of “the vast genetic treasure map” that isincidentally
made available by DNA collection. Up to five years of imprisonment and/or afine of up to
$5,000, see § 2-512(e) of the Act, awaits anyone who “willfully test[s] a DNA sample for
information that does not relate to the identification of individuals as specified in this
subtitle,” §2-512(c) of theAct. The same potential punishmentsawait anyone who discloses
information from a DNA profile, or discloses genetic information from the collected DNA
sample itself. See § 2-512(a) of the Act. In short, the Act forecloses, without exception, all
avenues by which a genetic pirate can obtain and exploit the “genetic treasure map”
contained within a collected DNA sample.

Even more important to the privacy assessment is that the procedure by which DNA
samples are tesed cannot disclose intimate genetic information. COMAR 29.05.01.09(A)
effectively restricts the testing of DNA to the 13 loci specified by the FBI and CODIS.
These specific loci are non-coding; “in other words, the genetic material at these locations
is not known to determine a human attribute such as hei ght, weight, or susceptibility to a

particular disease.” Epgein, supra at 143. We have recognized the non-coding nature of



these 13 loci, sometimesreferred to as”junk” loci,in Williamson v. State, 413 Md. 521, 542-
43, 993 A.2d 626, 639 (2010). These 13 loci exist in a“hypervariable region” of theDNA
strand. “Outside of the hypervariable regions, the genomes of two randomly chosen
individuals exhibit few differences. In contrast, within the hypervariable regions, two
randomly chosen individuals will exhibit a number of differences.” Julian Adams, Nuclear
and Mitochondrial DNAinthe Courtroom, 13J.L. & Pol’y 69,74 (2005). Therefore,theloci
cannot reveal any geneic information about an arrestee, other than that the arrestee is
identifiably different from other members of the human race. And in showing that an
arrestee’ sDNA isidentifiably different from others’ DNA, theloci can potentially show that
an arrestee’s DNA isidentical to strands of DNA collected from an unknown source, i.e. a
crimescene. SeeRaines, 383 Md. at 25, 857 A.2d at 33 (“the only information obtained from
the DNA linked to theindividual pursuant to the Act isthe DNA identity of the person being
tested.”).

Though surely a far more sophisticated and “new” means of identification than
fingerprints, DNA analysis, when used solely for purposes of identificationis inthe end, no
different. Both arelimited markersthat can reveal only identificationinformation. AsJudge
Raker aptly pointed out in her concurring opinion in Raines:

DNA type need be no more informativethan an ordinary fingerprint. ... The

“profile” of an individual’s DNA molecule that is stored in a properly

constructed DNA identification database (like the FBI's Combined DNA

Index System (COD1S)) isaseriesof numbers. The numbers have no meaning

except as a representation of molecular sequences at DNA loci that are not
indicative of an individual’s personal traits or propensities. In thissense, the
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CODIS 13-STR“profile” isvery much like asocial security number—though
it islonger and is assigned by chance, not by the federal government.

Id. at 45, 857 A.2d at 45-46 (Raker, J., concurring) (quoting D. Kaye and M. Smith, DNA
Identification Databases, Legality, Legitimacy, and the Case for Population-Wide Coverage,
2003 Wis. L. Rev. 413, 431-32 (2003)). In this way, the numbers of a DNA profile are
identical to the ridgesof afingerprint—the information derived from both is, asthe majority
concedes, “ related only to physical characterigics and can be used to identify a person, but
nomore”  Md.at___, A3dat___ (slipop.at52).

The Supreme Court has given, albeit impliedly, the constitutional “go ahead” for the
fingerprinting procedure. See Hayesv. Florida, 470 U.S. 811, 817 (1985) (“There is thus
support in our cases for the view that the Fourth Amendment would permit seizures for the
purpose of fingerprinting, if there is reasonable suspicion tha the suspect has committed a
criminal act, if thereis areasonable basis for believing that fingerprinting will establish or
negate the suspect’s connection with that crime, and if the procedure is carried out with
dispatch.”). Giventhesimilarity of fingerprinting and the DNA collection authorized by the
Act, thereislittle concern that the Act implicates a weighty privacy interest.

Furthermore, if an arrestee hasany interest intheinformation extracted from collected
DNA, itisaprivacy interest in theidentification information revealed by the 13 loci. Given
the already-di minished expectation an arrestee hasin privacy generally, an arresteecan have
only amodicum of interest in identity privacy, if any interest at all. Cf. Raines, 383 Md. at

25,857 A.2d at 33 (“As such, appellee and other incarcerated individuals havelittle, if any,
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expectation of privacy in their identity.”).

Onthe other side of the Fourth Amendment reasonableness bal ancing equationisthe
State’s interest in the use and retention of DNA evidence. | need not discuss here the
significance of all the government interests at stake, although there are at least three:
identifying arrestees, sol ving past crimes, and exoneratinginnocent individuals. SeeHaskell,
669 F.3d at 1062-65 (discussing those interests); Mitchell, 652 F.3d at 413-15 (same).

We emphasized in Raines that i dentifying perpetrators of crimes is a “compelling
governmental interest.” 383 Md. at 21, 857 A.2d at 31. In responding to this strong law
enforcement interest, the majority eludes faithful application of the case law on the subject
of “identity,” by carefully circumscribing its meaning. The mgjority reasonsthat “identity”
includesonly an individual’ s name, age, address, and physcal characteristics, but does not
include “what [the] person hasdone.” = Md. at_ ,  A3dat___ (slip op. at 56).
Based on this reasoning, the majority notes that the government can claim no legitimate
interest in identifying an individual for the purpose of uncovering past misdeeds. 1d. From
that premise the majority holds that the Act is uncongitutional as applied to King because
King’s DNA collection was superfluous: the identification interest already was served by
the fingerprinting and photographingof King. =~ Md. at__,  A.3dat___ (slipop.at
57-58).

On the majority’s first point, nothing in the law supports the majority’ srestrictive

definitionof identity. Inthe contextof the Fourth Amendment, the Supreme Court has made
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clear that law enforcement’s interest in identity extends to knowing whether a person has
been involved in crime. See Hiibel v. Sixth Judicial Dist. Ct., 542 U.S. 177, 186 (2004)
(“Obtaining a suspect’s name in the course of a Terry stop serves important government
interests. Knowledge of identity may inform an officer that a suspect is wanted for another
offense, or hasarecord of violence or mental disorder.”). The majority’s definition raises
the rhetorical question: “Why law enforcement would want to know a person’s name, if not
to know whether that person islinked to crime?”

On the second point, the majority essentially holds that DNA collection cannot
displace traditional methods of identification because those traditional methods are less
intrusiveand in use effectively. ~ Md.at___ , A.3dat___ (slipop.at58). TheCourt
of Appeals for the Ninth Circuit in Haskell characterized such reasoning as “a Luddite
approach” to Fourth Amendment interpretation. 669 F.3d at 1063. “Nothing in the
Constitution compels us to . . . prevent the Government from using this new and highly
effectivetool [of identification] to replace (or supplement) older ones.” Id. Moreover, the
Supreme Court has been clear in “repeatedly refus[ing] to declare that only the ‘least
intrusive’ search practicable can be reasonable under the Fourth Amendment.” City of
Ontario v. Quon, 130 S. Ct. 2619, 2632 (2010) (quoting Vernonia School Dist.47Jv. Acton,
515 U.S. 646, 663 (1995)). Finally, asthis Court recognized in Raines, “[i]tisnot for usto
weigh the advantages of one method of identification over another.” 383 Md. at 20, 857

A.2d at 30 (quoting Jones v. Murray, 962 F.2d 302, 308 (4th Cir. 1992)).
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Even assuming that the government’s strong interest in identifying perpetrators of
crimeisthe only interest at stake in this case (which it is not), that interest, when balanced
against the significantly diminished expectation of privacy attendant to taking a buccal swab
of an arresteg, yields, in my view, an obvious answer to the question presented in this case.
The swab of King's inner cheek to extract materia from which 13 DNA “junk” loci are
tested to identify him is a reasonable search, and therefore permitted by the Fourth
Amendment. | therefore would affirm the judgment of the Circuit Court for Wicomico

County.

Judge Wilner authorizes me to state that he joins the views ex pressed here.
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